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(54) BROADCAST RECEPTION DEVICE AND CONTENT USE CONTROL METHOD 
(57) Abstract: 

PROBLEM TO BE SOLVED: To control use of every content by synthesizing first use 
condition information common to a plurality of pieces of content information and second 
use condition information which is broadcast in accordance with the plurality of pieces 
of content information and is common to a plurality of contractors, deciding a use 
condition on designated content information and controlling the use of corresponding 
content information. 

SOLUTION: Priority is given to individual conditions and an order is given to unified 
content use conditions in accordance with the priority and the contract use condition of 



the highest priority is set to be a corrected use condition. Since first priority is given to 
the limit of the number of items, a use possible contract information list is referred to 
from the limit of the number of times. When use possible contract information satisfying 
the condition does not exist, the use possible contract information list having the largest 
number of designation of limit information on the number of times is extracted and the 
list is similarly generated. The contract condition whose period is the longest is 
extracted and the corrected content use condition is generated. 



* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect 
the original precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]A broadcast receiving set comprising: 

A means to receive contents information by which broadcast distribution is carried 
out using a channel. 



The 1st utilization condition information to each contractor broadcast corresponding 
to a channel including two or more contents information. 

A means to unify the 2nd utilization condition information common to two or more 
contractors broadcast corresponding to each contents information, and to create the 
3rd utilization condition information corresponding to specified contents information. 
A means to control use of said received corresponding contents information 
according to a contents utilization condition determined based on said 3rd created 
utilization condition information. 

[Claim 2]The broadcast receiving set according to claim 1, wherein said means to 
control contains a means to perform control to secondary use of contents information 
based on said determined contents utilization condition. 

[Claim 3]A means by which said means to control creates license information which 
specified conditions to which a secondary use device using the 2nd order of said 
contents information should follow in the case of the utilization control based on said 
determined contents utilization condition, A means to encipher said contents 
information, and a key for decoding said enciphered contents information, The 
broadcast receiving set according to claim 1 containing with a means to transmit a 
means to unify said license information and to encipher, said enciphered contents 
information, and said enciphered key and said license information to said secondary 
use device. 

[Claim 4]A broadcast receiving set given in any 1 paragraph of claims 1 thru/or 3 
characterized by comprising the following. 

A contents utilization condition by which said means to control is contained in this 3rd 
utilization condition information according to a priority which is included in each 
contents utilization condition, and which was beforehand defined for every limitation 
item when two or more contents utilization conditions are created as said 3rd 
utilization condition information. 

A means to provide a contents utilization condition included in this 3rd utilization 
condition information by comparing a contents utilization condition of an inputted user 
desire in one. 

[Claim 5]When two or more contents utilization conditions are created as said 3rd 
utilization condition information, said means to control, By evaluating each of a 
contents utilization condition included in this 3rd utilization condition information on 
the basis of a contents utilization condition of an inputted user desire according to a 



valuation function defined beforehand, A broadcast receiving set given in any 1 
paragraph of claims 1 thru/or 3 containing a means to provide in one a contents 
utilization condition included in this 3rd utilization condition information. 
[Claim 6]Said means to control, by showing a contents utilization condition of this 
plurality and receiving selected designation from a user, when two or more contents 
utilization conditions are created as said 3rd utilization condition information, A 
broadcast receiving set given in any 1 paragraph of claims 1 thru/or 3 containing a 
means to provide in one a contents utilization condition included in this 3rd utilization 
condition information. 

[Claim 7]When what includes a contents utilization condition of an inputted user 
desire exists in inside of a contents utilization condition included in said 3rd utilization 
condition information, said means to control, When what determines to adopt a 
contents utilization condition of this user desire, and includes a contents utilization 
condition of this user desire does not exist, resembling any 1 paragraph of claims 1 
thru/or 6 determining to adopt what amended a contents utilization condition of this 
user desire so that this 3rd utilization condition information of the above might be 
suited — a broadcast receiving set of a statement. 

[Claim 8] A broadcast receiving set given in any 1 paragraph of claims 1 thru/or 7 by 

which at least one of the conditions about limitation of conditions about conditions 

about the term of validity and using frequency and apparatus, or a model being 

included as a use limitation item of said contents utilization condition. 

[Claim 9]Claim 1 thru/or a broadcast receiving set when said means to control 

transmitting said contents information to a secondary use device, wherein it contains 

a means to perform attestation to this secondary use device. 

[Claim 10] A broadcast receiving set given in claims 1 thru/or 9, wherein said 2nd 

utilization condition information is included in the same packet as corresponding 

contents information and is broadcast. 

[Claim 1 1]A broadcast receiving set given in claims 1 thru/or 9, wherein said 2nd 
utilization condition information is included in the same packet as electronic program 
guide information over corresponding contents information and is broadcast. 
[Claim 12]The broadcast receiving set according to claim 1 1 determining a contents 
utilization condition by said means to control, at the time of reservation of picture 
recording. 

[Claim 13]The 1st utilization condition information are the contents utilization control 
method which controls use of contents information by which broadcast distribution is 
carried out according to a utilization condition, and common to two or more contents 



information which is broadcast corresponding to each contractor and which is 
included in the same channel, The 2nd utilization condition information common to two 
or more contractors broadcast corresponding to each contents information is unified, 
A contents utilization control method defining a utilization condition over specified 
contents information, and controlling use of said corresponding contents information 
based on said defined utilization condition. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention decodes the contents by which broadcast 
distribution is enciphered and (scramble) carried out according to contractual 
coverage (for example, a period, a viewing-and-listening channel, the propriety of 
recording sound recording) (descrambling), and relates to the contract receiving set 
and the contents utilization control method for use or the paid broadcasting service 
used the 2nd order. 
[0002] 

[Description of the Prior Art]Much more substantial service is expected as digital 
broadcasting starts in a communications satellite (CS) and digitization progresses to a 
cable TV and terrestrial broadcasting. 

It seems that the leading role of broadcast service is played to future. 



[0003]The greatest feature of digital broadcasting is that could aim at improvement in 
the utilization ratio of the frequency which transmission of a program takes by 
introducing information-compression art, and the steep increase in the number of 
broadcasting channels was attained as compared with analog broadcasting. Since 
advanced error correction technique is applicable, offer of quality and homogeneous 
service is attained. 

[0004]Not only in broadcast with a picture or a sound like before by digitization of 
broadcasting, It becomes possible for the broadcast (data broadcasting) by a 
character or data to also be attained, for example, to pass news as alphabetic data, or 
to distribute PC software by broadcast, and the system for providing such service is 
also appearing one after another. 

[0005]When the paid broadcasting service which solves or decodes scramble by such 
a system based on contractual coverage is provided, customer relations management 
adapted to a contract term must be able to be performed. For example, the customer 
relations management adapted to a contract term enables viewing and listening of the 
program of a contract channel [ within the contract term a contract of was made by 
the payment of the predetermined fee ]. 

[0006]The key information for solving scramble or a code with a receiving set 
prevents unjust viewing and listening, and also moreover (based on a contract channel 
and a contract term), it is necessary to certainly provide only a just televiewer with it 
also from from. 

[0007]In this meaning, limited reception was conventionally performed using key 
composition as shown in drawing 5 . Namely, for every broadcast receiving set, work 
key K w of a channel and the receiving contract information which prepare master key 
K M and are carrying out the receiving contract to the televiewer who is doing the 
receiving contract are enciphered by master key K M , and it transmits. Here, a work key 
is a key peculiar to a channel, and receiving contract information is information, 
including the contract term of the channel concerned, or the existence of a contract. 
Receiving contract information is received and accumulated in advance of content 
reception. At the time of contents viewing, it decodes, views and listens to channel 
key K ch of the channel concerned enciphered and sent by the viewing-and-listening 
propriety of the channel concerned using a work key with reference to the information 
about the receiving contract concerned. A channel key is used for descrambling the 
broadcast contents by which scramble was carried out. 

[0008]Thus, in the conventional digital broadcasting method, receiving contract 



information was used as a means to realize paid broadcasting. By this, the contract 
management for every channel could be performed certainly, and digital broadcasting 
is materialized as an enterprise. However, the viewing-and-listening management 
broken into worth of contents which can support only the receiving contract for every 
channel, but exist in the same channel was impossible. Since this specified recording 
propriety only by a channel unit in the case of data broadcasting, such as PC software 
on condition of secondary use, and the high-value added recording of movie contents, 
for example, there were many problems. 
[0009] 

[Problem(s) to be Solved by the Invention]As mentioned above, in the conventional 
conditional access system, the utilization control for every contents was difficult. 
[0010]This invention was made in consideration of the above-mentioned situation, 
and an object of this invention is to provide the broadcast receiving set and the 
contents utilization control method of making utilization control for every contents 
possible. 
[0011] 

[Means for Solving the Problem]This invention is the contents utilization control 
method which controls use of contents information by which broadcast distribution is 
carried out according to a utilization condition, The 1st utilization condition 
information common to two or more contents information which is broadcast 
corresponding to each contractor and which is included in the same channel, A 
utilization condition over contents information common to two or more contractors 
which unified the 2nd utilization condition information and was specified broadcast 
corresponding to each contents information is defined, and use of said corresponding 
contents information is controlled based on said defined utilization condition. 
[0012]This invention is characterized by (claim 1) comprising the following. 
A means to receive contents information by which broadcast distribution is carried 
out using a channel. 

The 1st utilization condition information to each contractor broadcast corresponding 
to a channel including two or more contents information (for example, 1 contained in 
channel receiving contract information or two or more content use information). 
The 2nd utilization condition information (for example, 1 contained in channel 
transmission contract information or two or more content use information) common 
to two or more contractors broadcast corresponding to each contents information is 
unified, A means to create the 3rd utilization condition information (for example, 
available contract information list) corresponding to specified contents information. 



A means to control use of said received corresponding contents information 
according to a contents utilization condition determined based on said 3rd created 
utilization condition information. 

[0013]It may be made for said means to control to contain a means to perform control 
to secondary use of contents information based on said determined contents 
utilization condition, preferably. 

[001 4]A means by which said means to control creates preferably license information 
which specified conditions to which a secondary use device using the 2nd order of 
said contents information should follow in the case of the utilization control based on 
said determined contents utilization condition, A means to encipher said contents 
information, and a key for decoding said enciphered contents information, It may be 
made to contain with a means to transmit a means to unify said license information 
and to encipher, said enciphered contents information, and said enciphered key and 
said license information to said secondary use device. Thus, by creating contents 
information and linked license information, utilization control in secondary use of 
contents is made possible. 

[0015]Preferably, when two or more contents utilization conditions are created as 
said 3rd utilization condition information, said means to control, By comparing a 
contents utilization condition included in this 3rd utilization condition information with 
a contents utilization condition of an inputted user desire according to a priority which 
is included in each contents utilization condition and which was beforehand defined 
for every limitation item, It may be made for a means to provide in one a contents 
utilization condition included in this 3rd utilization condition information to be included. 
[0016]Preferably, when two or more contents utilization conditions are created as 
said 3rd utilization condition information, said means to control, By evaluating each of 
a contents utilization condition included in this 3rd utilization condition information on 
the basis of a contents utilization condition of an inputted user desire according to a 
valuation function defined beforehand, It may be made for a means to provide in one a 
contents utilization condition included in this 3rd utilization condition information to 
be included. In this case, when two or more contents utilization conditions are 
preferably created as said 3rd utilization condition information, a contents utilization 
condition of this plurality is displayed in turn based on an evaluation value by a 
valuation function defined beforehand, and it may be made to make a user make 
selection etc. 

[0017]Said means to control, by showing a contents utilization condition of this 



plurality and receiving selected designation from a user, when two or more contents 
utilization conditions are preferably created as said 3rd utilization condition 
information, It may be made for a means to provide in one a contents utilization 
condition included in this 3rd utilization condition information to be included. 
[001 8] Preferably said means to control, to inside of a contents utilization condition 
included in said 3rd utilization condition information. When what includes a contents 
utilization condition of an inputted user desire exists, When what determines to adopt 
a contents utilization condition of this user desire, and includes a contents utilization 
condition of this user desire does not exist, It may be made to determine to adopt 
what amended a contents utilization condition of this user desire so that this 3rd 
utilization condition information of the above might be suited. 

[001 9] A determined contents utilization condition is displayed preferably and it may 
be made to notify a user. 

[0020]It may be made for at least one of the conditions about limitation of conditions 
about conditions about the term of validity and using frequency and apparatus, or a 
model to be preferably included as a use limitation item of said contents utilization 
condition. 

[0021] When transmitting said contents information to a secondary use device, it may 
be made for said means to control to contain preferably a means to perform 
attestation to this secondary use device. Or it may be made to perform mutual 
recognition between a broadcast receiving set and a secondary use device. 
[0022]Preferably, said 2nd utilization condition information is included in the same 
packet as corresponding contents information, and may be made to be broadcast. 
[0023]Preferably, said 2nd utilization condition information is included in the same 
packet as electronic program guide information over corresponding contents 
information, and may be made to be broadcast. 

[0024]Preferably, it may be made to determine a contents utilization condition by said 
means to control at the time of reservation of picture recording. 

[0025]This invention (claim 13) is the contents utilization control method which 
controls use of contents information by which broadcast distribution is carried out 
according to a utilization condition, The 1st utilization condition information common 
to two or more contents information which is broadcast corresponding to each 
contractor and which is included in the same channel, A utilization condition over 
contents information common to two or more contractors which unified the 2nd 
utilization condition information and was specified broadcast corresponding to each 
contents information is defined, and use of said corresponding contents information is 



controlled based on said defined utilization condition. 

[0026]This invention concerning a device is materialized also as an invention 
concerning a method, and this invention concerning a method is materialized also as 
an invention concerning a device. 

[0027]According to this invention, various limited reception is realizable for every pair 
of a contractor and contents by unifying 1 or two or more 1st utilization conditions 
which a contractor has to a certain channel, and 1 or two or more 2nd utilization 
conditions which are specified to a certain contents. Limited reception is extensible to 
secondary use etc. of contents which it became possible to carry out utilization 
control for every contents according to worth of contents, and had not fully been 
conventionally made by this. 

[0028]It becomes possible by making a contents utilization condition link with 
contents in a form of license information, and giving a secondary use device to make 
contents use for a secondary use device. 
[0029] 

[Embodiment of the Invention]Hereafter, an embodiment of the invention is described, 
referring to drawings. 

[0030]First, explanation of a basic matter, the definition of words and phrases, etc. are 
performed. 

[0031]Control of a broadcast receiving set calls "secondary use" use of the contents 
in the apparatus and the device (it is called a secondary use device) which does not 
reach directly. Use of contents other than secondary use is called "standard use." 
For example, although external devices, such as a recording device and PC, are the 
targets of control of secondary use, the television output device, and the apparatus 
and the device like a loudspeaker (it is called the standard use device) with which it 
unites with a broadcast receiving set, and control of a broadcast receiving set reaches 
directly — the object of control of secondary use — **** — there is nothing (of 
course) If control of a broadcast receiving set does not reach directly even if it is a 
television output device of the same kind and a loudspeaker, it becomes a secondary 
use device. 

[0032]Control (for example, control based on the channel receiving contract to the 
propriety of real-time viewing and listening of the contents under broadcast) 
concerning a standard use device as limited reception which a broadcast receiving set 
performs in this embodiment, The control for enabling use of the proper contents in a 
secondary use device is taken up as an example. 

[0033]According to this embodiment, the case where each user does a receiving 



contract by a channel unit fundamentally between the program offer sides (for 
example, broadcasting station) is assumed. The case where contractual coverage (for 
example, utilization condition) is fundamentally set up for every user and every 
channel is assumed. The broadcast receiving set which performs limited reception is 
installed in the user side who did the receiving contract of at least one channel. A 
peculiar identifier (referred to as receiving set ID) is given to each broadcast receiving 
set ? and a broadcast receiving set is managed by this "receiving set ID." 
[0034]The information which shows the contract conditions (for example, the 
existence of a contract, a utilization condition, etc.) of a certain channel is called 
"channel contract information." Channel contract information is control information 
broadcast from the broadcasting station side at the broadcast receiving set side, in 
order to perform limited reception (a proper broadcast receiving set performs control 
for limited reception according to control information). The "channel receiving 
contract information" set up by an original channel receiving contract in this 
embodiment (there is no contents dependency), Two kinds of channel contract 
information of the "channel transmission contract information" set up by the intention 
of the transmitting side according to value, individuality, etc. of contents (there is a 
contents dependency) are used. Channel receiving contract information is set up for 
every contractor and every channel, for example (set up common to the contents 
contained in one channel), and channel transmission contract information is set up for 
every channel and every contents, for example (set up common to a contractor). 
[0035]By the way, when a contract condition is considered only as existence of a 
contract, the bit string which attached the channel designator to each channel and 
expressed the existence of the contract of a channel by whether the bit 
corresponding to a channel designator is 1 like drawing 2 , for example is one gestalt of 
channel contract information. Thus, the information which wrote the existence of the 
contract for every channel is called channel deployment information. If there are n 
channels by all the channels, channel deployment information will serve as data of n 
bit. In the example of drawing 2 , the 2nd, the 5th, the 7th, and the 8th channel of all 
the 8 channels are contract settled, and not having made a contract of the 1st, the 
3rd, the 4th, and the 6th channel is shown. 

[0036]Here, the bit information which shows the contract condition of the channel 
corresponding to a specific channel is called a "contract flag." For example, in the 
channel contract information of drawing 2 , 0 and the contract flag of the 2nd channel 
of the contract flag of the 1 st channel are 1 . 

[0037]Although the contract flag memorized in the broadcast receiving set will 



express the existence of the contract of a corresponding channel, The contract flag 
included into the information broadcast from a broadcasting station, The new contract 
of the corresponding channel was carried out (when making the contract flag 
memorized in the broadcast receiving set update from 0 to 1), It can be used in order 
to notify the check etc. of the existence of that the contract of the corresponding 
channel was canceled (when making the contract flag memorized in the broadcast 
receiving set update from 1 to 0), and the contract of a corresponding channel (when 
a contract flag does not change). 

[0038]Various methods other than the method of using the above-mentioned channel 
deployment information are one of the methods of a notice (broadcast) of a channel 
and a contract flag. For example, there is the method of notifying channel contract 
information individually like drawing 3 using the group of a channel identifier and its 
contract flag. In this case, it can broadcast only about required channels (for example, 
channel etc. which notifies a contract condition for a channel by which the new 
contract was carried out, a channel, a check, etc. by which rescission was carried out). 
In drawing 3 , two or more channel identifiers are enumerated and there is also the 
method of adjusting and notifying the contract condition of two or more channels. Or 
there is also the method (the information which shows the group of two or more 
channel identifiers contained in a certain package identifier is broadcast separately) of 
adjusting and notifying the contract condition of two or more channels using the 
package identifier which shows the group of two or more channel identifiers. Although 
this invention is applicable to any gestalten, this embodiment explains it taking the 
case of the case where the method shown in drawing 3 is used. 

[0039]In this embodiment, the contractual coverage (for example, utilization condition) 
about the contractual coverage (for example, utilization condition) about a channel 
and contents is used as a contract condition for realization of not only the existence 
of the contract for every channel but more advanced limited reception. For this 
reason, the information about contractual coverage, for example, the content use 
information shown in drawing 4 , is included in channel receiving contract information / 
channel transmission contract information besides a contract flag (in addition by 
channel transmission contract information, the composition which does not form a 
contract flag may be adopted). Content use information includes expiration date 
information, frequency limit information, and apparatus limit information, for example, 
as shown in drawing 4 . 

[0040] Broadcast distribution of the channel contract information is enciphered and 
carried out in order to prevent the alteration of channel contract information. Channel 



contract information can be made other information and sets, and it can also encipher 
in order to prevent un-acquiring (for example, un-receiving or abandonment of 
channel contract information etc. by which broadcast distribution is carried out for 
rescission) of disadvantageous channel contract information (as a result, they are 
broadcast by a set). 

[0041]According to this embodiment, information including channel receiving contract 
information is called "receiving contract pertinent information" (irrespective of [ the / 
whether all are enciphered in part ]). Since channel receiving contract information is 
receiving set ID of a broadcasting receiver and the thing of one to which it is applied, 
this receiving set ID is also contained in receiving contract pertinent information. 
Information including channel transmission contract information is called "program 
related information" (irrespective of [ the / whether all are enciphered in part ]). 
[0042]A channel key required in order to decode the contents enciphered and 
broadcast, At a 1st embodiment, it includes in program related information, and by a 
2nd embodiment, it is broadcast (enciphered with channel transmission contract 
information), includes in receiving contract pertinent information, and is broadcast 
(enciphered with channel receiving contract information). In a 2nd embodiment, 
channel transmission contract information is added to contents, and is broadcast 
(enciphered with contents). That is, program related information is not used in a 2nd 
embodiment. 

[0043]The hardware which realizes the structure of limited reception inside a 
broadcast receiving set is called a "limited reception chip." Since a limited reception 
chip will contain the confidential information for limited reception in the inside, it was 
constituted as unified LSI and assumes having the Tampa-proof structure so that it 
may read easily from the exterior about the memory and hard structure of the inside 
and writing and change cannot be performed. The master key and the apparatus 
master key shall be contained in the memory inside a limited reception chip. A master 
key is used in order to mainly decode channel receiving contract information. A 
master key presupposes that it is peculiar to a broadcast receiving set, and supposes 
that it is common to all the broadcast receiving sets by a 2nd embodiment at a 1st 
embodiment, the key (the gestalt which has the apparatus master key with which the 
each secondary use device was defined for every model.) with which an apparatus 
master key is shared between a broadcast receiving set and a secondary use device It 
is used in order to encipher the contents transmitted to a secondary use device from 
the broadcast receiving set which can consider the gestalt etc. which have an 
apparatus master key with all the common secondary use devices. Receiving set ID 



shall be set up individually the whole receiving set, and shall be recorded into the 
nonvolatile memory inside a limited reception chip. 

[0044]The channel received with the broadcast receiving set of this embodiment can 
be divided roughly into "it is usually a channel" and a "contract information channel." 
Usually, the packet which carried the usual broadcast contents multiplexes to a 
channel, and is passed. The packet which carried receiving contract pertinent 
information, and the packet which carried program related information are flowing into 
the contract information channel, in addition — in a contract information channel, 
each information is not broadcast, only when it is changed — the information on the 
same contents — fixed time — repetition broadcast is carried out. The broadcast 
receiving set of this embodiment is the thing which sets working and always receives 
the above contract information channels and one or more usual channels. 
[0045](A 1st embodiment) According to this embodiment, the method which has a 
master key with each individual broadcast receiving set is assumed. Since such a 
method enciphers receiving contract pertinent information etc. periodically and 
individually and transmits to each broadcast receiving set, Although the transmission 
amount of the information for limited reception is comparatively large, safety — the 
damage range at the time of a master key being torn is narrow — is dramatically high 
(such a method has been adopted by CS broadcasting and others). 
[0046]Hereafter, the broadcast receiving set of this embodiment is explained. 
[0047]The example of composition of the broadcast receiving set concerning this 
embodiment is shown in drawing 1 . 

[0048]As shown in drawing 1 , a full-service-broadcasting receiving set, The receive 
section 101, the A/D conversion part 102, the error detection / correction part 103, 
the channel selection part 104, the channel selection interface (I/F) 105, the limited 
reception treating part (limited reception chip) 106, the contents directions selection 
interface (I/F) 107, It has the contents utilization condition indicator 108. To the 
limited reception treating part 100, i.e., a limited reception chip. The filter part 111, the 
descrambling part 112, the program-related-information decoding part 113, the 
receiving contract pertinent information authentication section 114, the receiving 
contract pertinent information decoding part 115, the receiving contract judgment 
part 116, the utilization condition judging / corrected part 117, the contents output 
control section 118, the channel information input part 119, The 120 or secondary 
standard-output-parts use outputting part 121, the master key storing part 122, the 
receiving set ID storage 123, the work key storage 124, the channel key storage 125, 
the channel key outputting part 126, the receiving contract information storing part 



127, and the transmitting contract information storage 128 are made. Tamper-proof 
nature is given. 

[0049]Next, the encryption mechanism of this embodiment is explained. 

[0050]The broadcast contents of this embodiment are protected by three steps of 

encryption mechanisms as shown in drawing 5 . 

[0051]First, each broadcast receiving set has peculiar master key K M as mentioned 
above. 

[0052]Work key K w is a key common to all the broadcast receiving sets defined for every channel. It is enciphered 
with a work key identifier by master key K M peculiar to the broadcast receiving set 
used as a transmission object, and work key K w corresponding to a certain channel is 
transmitted with a corresponding channel identifier and target receiving set ID. Or it is 
enciphered with a work key identifier and a corresponding channel identifier by master 
key K M , and may be made to be transmitted with target receiving set ID. As a result, 
the encryption work key which should transmit exists for every broadcast receiving 
set and every channel of its. In each broadcast receiving set, work key K w enciphered 
using master key K M of a self-device is decoded, and it matches with a work key 
identifier and a channel identifier, and memorizes. 

[0053]Channel key K ch is a key for descrambling the broadcast contents by which 
scramble (encryption) was carried out (decoding), and is defined for every channel. It 
is enciphered with a channel key identifier by corresponding work key K w , and 
broadcast distribution of the channel key K ch is carried out with a work key identifier 
and a corresponding channel identifier. In each broadcast receiving set, channel key 
K ch enciphered using corresponding work key K w is decoded, and it matches with a 
channel key identifier and a channel identifier, and memorizes. 

[0054]It is mainly enciphered by a shared key encryptosystem method using channel 
key K ch , and broadcast distribution of the broadcast contents is carried out with a 
channel key identifier and a channel identifier. 

[0055]In each broadcast receiving set, these broadcast contents can be decoded 
using corresponding channel key K cn . 

[0056]Here, as for a channel key, it is desirable to change in a short time for about 10 
minutes, in order to prevent a decipherment. Since a transmission amount becomes 
huge if the individual master key was used in order to transmit this, the transmission 
amount is reduced using a work key common to all the broadcast receiving sets. Since 
it is dangerous on the other hand if a work key also uses the same key in the unit of 
how many months, it is desirable, and changing, for example in the unit of one month 
enciphers this with an individual master key, and it transmits. According to this 



structure, even if a master key is known, free viewing and listening can be prevented 
by changing a work key. 

[0057]About distribution of a work key, the gestalt which is included in channel 
receiving contract information and distributed, the gestalt distributed by a work key 
packet, etc. can be considered, for example (according to this embodiment, it shall 
include in channel receiving contract information, and shall distribute). 
[0058] Hereafter, by unifying channel receiving contract information and channel 
transmission contract information on this conditional access system shows the 
example which realizes detailed limited reception. Here, the control system by the 
limited reception of secondary contents use is taken up as a detailed example of 
limited reception. Of course, the limited reception aiming at the use restrictions by 
secondary use is an example, and can use the same method in the system which must 
define a different usage pattern for every contents. 

[0059]By the way, since secondary use of contents includes the usage pattern which 
can be used any number of times by recording on the archive medium, it depends for 
the usage pattern on worth of contents deeply. Since it managed for every channel 
that it was the limited reception only using the conventional receiving contract 
information in the meaning, when the contents of various value flowed into a channel 
for example, individual control in which those value was made to reflect was not 
completed. When outputting to external devices, such as a recording device, 
especially this problem is remarkable and conventionally, Limited reception which pays 
a reasonable consideration and enables recording of the channel with which there is 
only one of whether copy protection is applied uniformly or secondary use is accepted 
indefinitely, for example, it has required copy protection did not exist. A digital 
broadcasting enterprise will be expanded from now on, data broadcasting is 
industrialized, and this problem becomes more serious, when a secondary usage 
pattern develops, digital recording becomes possible or the execution of it with PC of 
distribution software has been attained in connection with it. According to this 
embodiment, it is going to realize by unifying the channel receiving contract 
information that a contractor has this problem, and the channel transmission contract 
information which contents have. 

[0060]First, channel contract information (channel receiving contract information / 
channel transmission contract information) is explained. 

[0061]When controlling secondary use of contents by this conditional access system, 
to channel receiving contract information (or contract condition which it shows). Work 
key K w of the utilization condition (the contents of restriction) over use of the 



contents broadcast by the existence of the contract of the channel and its channel in 
with a contract and the channel concerned is included (when including a work key in 
channel receiving contract information and delivering it). Channel transmission 
contract information (or contract condition which it shows) includes the utilization 
condition over use of the contents. 

[0062]The example of a data structure of the channel contract information of this 
embodiment is shown in drawing 3 . It is channel receiving contract information in case 

(a) includes a work key in channel receiving contract information and delivers it, and 

(b) is channel transmission contract information and the channel receiving contract 
information when including a work key in channel receiving contract information, and 
not delivering it. 

[0063]The channel receiving contract information on drawing 3 (a) consists of a 
sequence of the content use information of only a channel identifier, a contract flag, a 
work key identifier, a work key, the number of contents usage patterns, and the 
number of contents usage patterns. 

[0064]As for a "channel identifier", the broadcast contents concerned show of which 
channel they are contents. 

[0065]A "contract flag" is bit information which shows the contract condition of the 
channel specified by the channel identifier. 

[0066]A "work key identifier" is an identifier of the work key distributed here. 
[0067]A "work key" is work key K w of the channel concerned. 

[0068]"The number of contents usage patterns" shows the number of the content 
use information included in this channel contract information. 

[0069] "Content use information" shows the information about the utilization 
condition over contents. 

[0070]It is ** [ when a contract flag is 1, it is good also as effective in the field of a 
work key identifier, and the field of a work key ] (also when a contract flag is 0). When 
a contract flag is 1, it may be made to include these fields in channel receiving 
contract information that it come to be drawing 3 (a) (when a contract flag is 0, it 
becomes like drawing 3 (b)). 

[0071]Below, the explanation about a work key is omitted. 

[0072]In this embodiment, content use information shall consist of "expiration date 
information", "frequency limit information", and "apparatus limitation information", as 
shown in drawing 4 . "Expiration date information", "frequency limit information", and 
"apparatus limitation information" mean the limitation of a time term and the 
apparatus which is number-of-times restricted and is used which can use the 



contents concerned, respectively, and are described in the form altogether defined 
beforehand by fixed length. 

[0073]The channel transmission contract information or the channel receiving 
contract information on drawing 3 (b) consists of a sequence of the content use 
information of only a channel identifier, a contract flag, the number of contents usage 
patterns, and the number of contents usage patterns. Each information is as 
above-mentioned. 

[0074]Next, the various data broadcast is explained. 

[0075]There are a contents packet, a program-related-information packet, and a 
receiving contract pertinent information packet in the inside of the data which a 
broadcast receiving set receives in the conditional access system of this embodiment. 
[0076] First, broadcast contents are explained. 

[0077]The example of a data structure of a contents packet is shown in drawing 6 . 
[0078]The contents packet consists of an information identifier, a channel identifier, a 
channel key identifier, and broadcast contents, as shown in drawing 6 . 
[0079]An "information identifier" describes the identifier which shows the 
classification of the packet concerned and shows that it is a contents packet here. 
[0080]As for a "channel identifier", the broadcast contents concerned show of which 
channel they are contents. 

[0081]A "channel key identifier" shows the identifier of the channel key for decoding 
the broadcast contents concerned. 

[0082]"Broadcast contents" is raw program data and is enciphered by channel key K ch 
specified by the channel key identifier. 

[0083]In this embodiment, all these information presupposes that it is the data 
expressed by fixed length. 

[0084]Next, program related information is explained. 

[0085]The example of a data structure of a program-related-information packet is 
shown in drawing 7 . 

[0086]The program-related-information packet consists of an information identifier, a 
channel identifier, a work key identifier, a channel key identifier, a channel key, and 
channel transmission contract information, as shown in drawing 7 . 
[0087]An "information identifier" describes the identifier which shows the 
classification of the packet concerned and shows that it is a 
program-related-information packet here. 

[0088]As for a "channel identifier", the program related information concerned shows 
of which channel it is a thing. 



[0089]A "work key identifier" is information which shows whether the 
program-related-information packet concerned is enciphered by which work key K w . 
[0090]A "channel key identifier" is an identifier of the channel key described below. 
[0091]The "channel key" shows channel key K ch currently used for encryption of the 
broadcast contents of the channel specified by the channel identifier. 
[0092]"Channel transmission contract information (C s) - is the channel contract 
information which described the utilization condition of the contents enciphered by 
the above-mentioned channel key K ch . 

[0093]In this embodiment, all these information is the data expressed by fixed length, 
and is enciphered with the channel key identifier, the channel key, and the work key 
with which the range of channel transmission contract information was specified by 
the work key identifier. 

[0094]Here, in this embodiment, the contents currently broadcast at the time and 
program related information shall correspond (the start of broadcast of program 
related information precedes with the start of broadcast of corresponding contents a 
little, and with broadcast of program related information.). When broadcast of 
corresponding contents is completed simultaneously, a start and end of broadcast of 
program related information include the case where it precedes with a start and end of 
broadcast of corresponding contents a little etc. Instead, a content identifier is added 
to each packet and it may be made to take correspondence clearly. 
[0095]Next, receiving contract pertinent information is explained. 

[0096]The example of a data structure of a receiving contract pertinent information 
packet is shown in drawing 8 . 

[0097]The receiving contract pertinent information packet consists of an information 
identifier, receiving set ID, channel receiving contract information, and error detecting 
code, as shown in drawing 8 . 

[0098]An "information identifier" describes the identifier which shows the 
classification of the packet concerned and shows that it is a receiving contract 
pertinent information packet here. 

[0099]As for "receiving set ID", the receiving contract pertinent information 
concerned shows of which addressing to a broadcast receiving set it is a thing. 
[0100]"Channel receiving contract information (C R) - is channel contract information 
which shows the contract condition of the broadcast receiving set concerned. 
[0101]"Error detecting code" is a code which detects the error of channel receiving 
contract information. 

[0102]In this embodiment, all these information is the data expressed by fixed length 



(however, the gestalt which becomes variable also has channel receiving contract 
information as mentioned above), and from channel receiving contract information to 
error detecting code is enciphered with the master key of the receiving set which 
receiving set ID shows. 

[0103]Hereafter, operation of the broadcast receiving set of this embodiment is 
explained. 

[0104]An example of the operation procedures of the broadcast receiving set of this 
embodiment is shown in drawing 9 - drawing 12 . 

[0105]first, a user's operation — hand control — a desired channel shall be 
automatically chosen by the reserving function etc. with the channel selection 
interface 1 05— like The channel designator chosen with the channel selection interface 
105 is told to the channel selection part 104, and is told from the channel information 
input part 1 19 to the receiving contract judgment part 1 16. 

[0106]Now, an A/D conversion is performed to the broadcast wave received in Step 
S1 1 of drawing 9 in the receive section 101 in the A/D conversion part 102, it is used 
as digital data (Step S12), and is reconstructed by the packet which can be processed 
inside the broadcast receiving set concerned. And error detection/correction of is 
done in error detection / correction part 103 (Step S13). 

[0107]Error detection / corrected receive packet is sent to the channel selection part 
104, and about a broadcast contents packet ( drawing 6 ). About the thing 
corresponding to the channel selected with the channel selection interface 105, a 
program-related-information packet ( drawing 7 ), and a receiving contract pertinent 
information packet ( drawing 8 ), all the packets are sent to the limited reception 
treating part 100. 

[0108]Henceforth, processing branches according to the classification of a packet. 
[0109]ln the filter part 111, with reference to the information identifier of a receive 
packet, when it is a contents packet, (Step S14) and this are sent to the descrambling 
part 112 (Step S17, S18). The processing for decryption of enciphered content is 
started in the descrambling part 1 12 which was able to give the contents packet. 
[01 10]When it is a program-related-information packet, it sends to (Step S15) and the 
program-related-information decoding part 113 (Step S19). In the 
program-related-information decoding part 113 which was able to give the 
program-related-information packet, the processing for decryption of a channel key 
and channel transmission contract information is started. 

[0111]When it is a receiving contract pertinent information packet, it sends to (Step 
S16) and the receiving contract pertinent information authentication section 114 



(Step S20). That is, since there is a portion enciphered by the master key according to 
receiving set individual in this receiving contract pertinent information packet, in 
advance of decoding, it is judged whether it is a packet addressed to a self-device. In 
the receiving contract pertinent information authentication section 114 which was 
able to give the receiving contract pertinent information packet. By extracting 
receiving set ID contained in a packet, and comparing with receiving set ID taken out 
from the receiving set ID storage 123, It judges whether the receiving contract 
information packet concerned is a thing addressed to a self-device, if it is the 
receiving contract information addressed to a self-device, it will send to the receiving 
contract pertinent information decoding part 115, otherwise, processing is ended. In 
the receiving contract pertinent information decoding part 1 15 which was able to give 
the receiving contract pertinent information packet addressed to a self-device, the 
processing for decryption of channel contract information is started. 
[01 12]Next, the processing about a contents packet is explained. 

[0113]In the descrambling part 112 which received the receiving contents packet, it 
processes in a procedure which was illustrated to drawing 10 . 

[0114]From the channel key outputting part 126, the contents packet sent to the 
descrambling part 1 1 2 from the filter part 1 1 1 sends a channel identifier and a channel 
key identifier, and demands the output of a channel key (Step S31). In response to this 
request, to the receiving contract judgment part 1 16, a channel identifier is sent and 
the propriety of the output of a channel key is asked in the channel key outputting 
part 126 (Step S32). In the receiving contract judgment part 116, according to this 
inquiry, the receiving contract information on the channel concerned is pulled out from 
the receiving contract information storing part 127 (Step S33), and if a contract flag is 
1 and it is permission and 0, the signal which shows disapproval will be sent to the 
channel key outputting part 126 (Steps S34-S37). 

[0115]If the decision result of the sent propriety is permission in the channel key 
outputting part 126, The channel key holding the channel key identifier concerned of 
the channel concerned is obtained from the channel key storage 125, and it transmits 
to the descrambling part 1 1 1 (Step S38), and if it is disapproval, the processing about 
the contents packet concerned will be ended there. 

[0116]Since processing frequency is the highest also in a packet and processing will 
take time if the same processing is repeated for every packet, the contents packet is 
convenient if you perform the following processings. That is, it is convenient if the 
output permission of a channel key gets down once as long as the same channel key 
of the same channel is used, and you make it output a channel key, without asking the 



receiving contract judgment part 1 16 each time. Since a channel key is changed once 
for the reasons of security in several minutes, even if it does in this way, there is 
actually little influence which it has on limited reception. 

[01 1 7]In the descrambling part 112 which underwent the output of channel key K ch , 
the encryption portion of a contents packet is decoded (Step S39), and it sends to the 
contents output control section 118 (Step S40). 

[0118]In the contents output control section 118, the contents utilizing method (for 
example, information, including a contents utilization condition, a usage pattern, etc., 
is included) of the channel concerned inputted by the user is acquired via contents 
utilizing method selection I/F106, and it is judged whether the utilizing method is 
possible (Step S41). This judgment is performed by a utilization condition judging / 
corrected part 117. This decision processing is explained in detail later. 
[0119]When a utilization permission is carried out by a utilization condition judging / 
corrected part 1 1 7, the usage pattern is outputted to the 1 20 or secondary 
standard-output-parts use outputting part 121 according to standard output (output 
to the standard use device for standard use), or a secondary use output, respectively 
(Step S42). 

[0120]When the usage pattern is standard output, in the standard output parts 120, 
the contents concerned are outputted to a standard use device (Step S43). 
[0121]On the other hand, when the usage pattern is a secondary use output, in the 
secondary use outputting part 121, generate the license information reflecting a usage 
pattern (Step S44), license information is made to link to contents, and it outputs to a 
secondary use device (Step S45). Although mentioned later in detail, contents are 
enciphered and outputted by apparatus master key K m shared between secondary use 
devices. The generation processing of license information is described in detail later. 
[0122]Next, operation of a utilization condition judging / corrected part 117 is 
explained along with the flow chart shown in drawing 1 1 (decision processing) and 
drawing 12 (correction processing). 

[0123] Drawing 1 1 is an example of the procedure of a portion which judges whether it 
is permissible without correction of the contents utilization condition for which a user 
asks. 

[0124]A utilization condition judging / corrected part 117 will acquire the receiving 
contract information on the channel concerned from the receiving contract 
information storing part 127, if the contents utilization condition of the channel 
concerned is inputted (Step S51). 

[0125]In the receiving contract information storing part 127, channel receiving 



contract information is stored in form as shown, for example in drawing 13 . 
[0126]Expiration date information shows the available term of validity of the contents 
broadcast by the channel concerned. Although in the form of [ for being easy "year . a 
moon . day" ] has described the expiration date information in drawing 13 , it shall be 
actually expressed with one integral value. Here, it is shown that there is no 
restriction in the term of validity when expiration date information is and when 

expiration date information is "0", the term of validity shall be nonappointed and shall 
show what is not real time effective. 

[0127]Number-of-times restrictions show the number of times which may use the 
contents broadcast by the channel concerned, the above — the same — — 
being unrestricted (it may be used how many times) — "0" is nonappointed and 
real-time — not being effective (for example, only viewing and listening is possible at 
the time of broadcast) — it shall be shown 

[0128]About apparatus limit information, ** to which 0 does not limit apparatus and to 
which 1 limits apparatus shall be meant. The expiration date information, frequency 
limit information, and apparatus limit information which are specified as each channel 
receiving contract information express one contract condition with the AND condition. 
For example, it means that it can view from a top and listen to the 3rd conditions of 
contract by every apparatus to 10 times in the example of drawing 1 3 till January 7, 
2000. 

[01 29]If the channel receiving contract information on the channel concerned is 
acquired, the number is calculated and it stores in the variable CRMAX (Step S52). 
[0130]Similarly, a utilization condition judging / corrected part 117 acquires the 
transmitting contract information of the channel concerned from the transmitting 
contract information storage 128 (Step S53). 

[01 31 ]In the transmitting contract information storage 128, channel transmission 
contract information is stored in form as shown, for example in drawing 14 . The 
meaning of each information in drawing 14 is the same as that of the above-mentioned 
channel receiving contract information. 

[01 32]If the channel transmission contract information of the channel concerned is 
acquired, the number is calculated and it stores in the variable CSMAX (Step S53, 
S54). 

[0133]Next, the conditions which check channel receiving contract information one by 
one, and agree in the inputted contents utilization condition are looked for (Steps 
S55-S59). 

[0134]for example, the contents utilization condition for which a user asks — " — up 



to June 9, 1999 — number-of-times restriction nothing and apparatus limited nothing 
one — I would like to come out, view and listen — " — it is — if — in the example of 
drawing 13 , it agrees to the 1st channel receiving contract information. 
[0135]When there are some agreeing, the conditions which check channel 
transmission contract information one by one, and agree in the inputted contents 
utilization condition similarly are looked for (Steps S60-S64). 

[0136]And when there are some agreeing, the contents utilization condition 
concerned is permitted (Step S65). 

[0137]That is, if the channel receiving contract information and channel transmission 
contract information by which the contents utilization condition for which a user asks 
is fulfilled exist, the signal of the purport that the contents utilization condition 
concerned is permitted will be transmitted to the contents output control section 1 18, 
and decision processing will be ended. 

[0138]On the other hand, when there is nothing corresponding to at least one side of 
channel receiving contract information and channel transmission contract information, 
Although the signal which shows disapproval is transmitted to the contents output 
control section 118 and it may be made to end decision processing, he amends a 
contents utilization condition and is trying to take out permission with this 
embodiment. 

[0139]for example, the above-mentioned contents utilization condition — " — up to 
June 9, 1999 — number-of-times restriction nothing and apparatus limited nothing 
one — I would like to come out, view and listen — " — since there is no channel 
transmission contract information which agrees in the example of drawing 14 in a case, 
the way things stand, it is nonpermissible. As follows, processing which amends a 
utilization condition is performed. 

[Q140] Drawing 12 is an example of procedure in case correction of a contents 
utilization condition is needed. 

[0141]In this case, first, channel receiving contract information and channel 
transmission contract information are unified, and the list (available henceforth, 
contract information list) of available contract information is made (Step S71). 
[0142]An available contract information list for example, The processing which takes 
the AND conditions for every three individual conditions about one channel receiving 
contract condition in channel receiving contract information like drawing 13 , and one 
channel transmission conditions of contract in channel transmission contract 
information like drawing 14 , and creates conditions of contract, It is created by 
carrying out about the combination of all the channel receiving contract conditions 



and channel transmission conditions of contract. An example of an available contract 
information list which unified and acquired the channel transmission contract 
information shown in the channel receiving contract information shown in drawing 13 
and drawing 14 is shown in drawing 15 . 

[0143]The integrating process which extracts hereafter the conditions nearest to the 
contents utilization condition for which a user asks out of an available contract 
information list is explained. 

[0144]Here, a priority is attached to individual conditions, ranking is added to the 
contents utilization condition integrated according to the priority, and the method 
which makes the high contract utilization condition of ranking a correction utilization 
condition most is adopted. The order of "number-of-times restrictions" ->"term of 
validity" -> "apparatus limitation" shall be set up as a priority. That is, what suits the 
contents utilization condition inputted in this turn is looked for, and what is estimated 
to be the most advantageous is searched. 

[0145]First, since priority is given to number-of-times restrictions over the 1st in this 
example, an available contract information list is referred to from number-of-times 
restrictions (Step S72). In the case of the above-mentioned contents utilization 
condition "with [ till June 9, 1999 ] number-of-times restriction nothing and no 
apparatus limitation", Since number-of-times restrictions are unrestricted (-1), it 
confirms whether there are some as which number-of-times restrictions are not 
specified out of the available contract information list shown in drawing 15 , and, in a 
certain case, the list which extracted them is created (Step S74). In the example of 
drawing 15 , since there is available contract information with unrestricted 
number-of-times restrictions, they are taken out and a list as shown in drawing 16 is 
created. 

[0146]When there is no available contract information by which conditions are fulfilled, 
what has most numbers of specification of frequency limit information is extracted in 
an available contract information list, and a list is created similarly (Step S73). 
[0147]Next, since priority is given to the term of validity over the 2nd in this example, 
with reference to the extracted list (Step S75), the term of validity extracts what 
fulfills a contents utilization condition out of this list (Step S77). In the case of the 
example of drawing 16 , the 2nd available contract information "they are 
number-of-times restriction nothing and those with apparatus limited till June 10, 
1999" is extracted. Of course, two or more available contract information may be 
extracted. 

[0148]On the other hand, if there is no available contract information that the term of 



validity fulfills a utilization condition, available contract information with the longest 
term of validity will be extracted out of the extracted list (Step S76). 
[0149]By extracting conditions of contract with the longest period, and finally, taking 
AND with the contents utilization condition inputted as this, the amended contents 
utilization condition is created and this is outputted to the contents output control 
section 118 and the contents utilization condition indicator 107 (Step S78). 
[0150]In this example, the utilization condition nearest to an input utilization condition 
(corrected), It becomes "being number-of-times restriction nothing and those with 
apparatus limited till June 9, 1 999" from AND of the conditions "with [ till June 9, 
1999 ] number-of-times restriction nothing and no apparatus limitation" of a user 
desire, and the extracted integrated utilization condition "they are number-of-times 
restriction nothing and those with apparatus limited till June 10, 1999." That is, in this 
example, after filling a user's hope with conditions without apparatus limitation to the 
maximum extent by making correction which adds the conditions of apparatus 
limitation of the place used as disapproval, permission is obtained. 
[0151]The contents utilization condition outputted to the contents output control 
section 1 18 is sent to the secondary use outputting part 121, and is reflected in the 
license information which described the utilizing method of the contents concerned by 
the processing mentioned later. 

[0152]The inputted utilization condition is displayed in the contents utilization 
condition indicator 107. In this embodiment, since the utilization condition of choice 
may be amended, it is important in the meaning of presentation of the utilization 
condition to a user. 

[0153]When a permissible correction utilization condition is not acquired, it may be 
made to display the message which stimulates change of the contents utilization 
condition which may make it disapproval, and may end processing, for example, or is 
expected of a user. 

[0154]By doing in this way, channel receiving contract information and channel 
transmission contract information are unified, unifying the utilization condition by the 
channel receiving contract which the contractor has to the channel concerned, and 
the utilization condition over each contents — things are made and various limited 
reception can be realized for every pair of a contractor and contents. By this, limited 
reception is conventionally extensible to secondary use etc. of the contents which 
had not fully been made. 

[0155]Next, the license information for secondary use is explained. 

[0156]This processing is realized as data which linked the contents utilization 



condition to contents called license information. 

[0157]The example of composition of license information is shown in drawing 1 7 . 
[01 58] License information consists of content ID, contents utilization condition, and 
contents key K c so that it may illustrate to drawing 17 . 

[01 59] "Content ID" is an identifier of contents generated within the secondary use 
outputting part 121, and has a role which links contents and license information 
formally. 

[01 60]"Contents utilization conditions" is conditions which can use contents with the 
content ID concerned. According to this embodiment, a contents utilization condition 
shall consist of the "term of validity", "using frequency", and "apparatus ID", as 
shown in drawing 18 . Like channel contract information, it shall express no restricting 
with -1 and the term of validity and using frequency shall express unspec with 0. 
Apparatus ID shall express those without apparatus limited with zero, and shall carry 
out front [ with apparatus limited ] with values other than zero, and apparatus ID other 
than zero shall show ID currently written in the inside of the apparatus used the 2nd 
order by this embodiment. 

[01 61 ]In order to distinguish the contents utilization condition (the conditions which 
the user inputted first, or conditions which were amended) eventually determined by 
previous processing, and the contents utilization condition ( drawing 1 7 , drawing 1 8 ) in 
license information, The contents utilization condition in license information shall be 
called a secondary utilization condition. 

[0162]The secondary utilization condition in this license information is generated / 
determined based on the contents utilization condition inputted from the contents 
output control section 118. 

[0163]"Contents key K c - is a key for decoding the contents specified by content ID. 
[0164]As for license information, the code of the range from a secondary utilization 
condition to a contents key is carried out by apparatus master key K m . 
[01 65]Next, the contents information for secondary use is explained. 
[0166]The example of composition of contents information is shown in drawing 19 . 
[0167]As shown in drawing 19 , contents information consists of content ID and 
contents, and only the portion of contents is enciphered by contents key K c . 
[0168]Here, contents key K c is enciphered and contained in license information, and 
this has become a link of substantial license information and contents. That is, 
apparatus master key K m is severely kept secret from the secondary use device here, 
and it is assumed that it is not known by the user. For this reason, if a contents key 
does not have an apparatus master key, it is unacquirable, and since a secondary use 



device can acquire a contents key, contents and license information are linked in the 
meaning "license information is required in order to decode contents." Since a 
contents key will also be destroyed if a secondary utilization condition not only being 
similarly linked to contents since it is enciphered together with the secondary 
utilization condition but license information is forged, the alteration of a secondary 
utilization condition of a contents key also becomes impossible substantially. At this 
embodiment, reflection to secondary use of a contents utilization condition is 
performed in the form of license information in this way. 

[0169]Now, the secondary use outputting part 121 creates the license information and 
enciphered content for the secondary use based on the license information and 
contents which were given from the contents output control section 1 18. 
[0170]The example of composition of the secondary use outputting part 121 is shown 
in drawing 20 . As shown in drawing 20 , the secondary use outputting part 121, The 
contents input part 201, the contents encryption section 202, the contents output 
part 203, the contents key generation part 204, the utilization condition input part 205, 
the utilization condition generation part 206, the content ID generation part 207, the 
license information generation part 208, the apparatus master key storing part 209, 
The license information outputting part 210 is included. 

[0171]First, the license information creation processing for secondary use is 
explained. 

[0172]An example of the creation procedure of the license information for secondary 
use is shown in drawing 21 . 

[0173]First, a contents utilization condition is inputted from the utilization condition 
input part 205 (Step S81). The inputted contents utilization condition is promptly sent 
to the utilization condition generation part 206, The content ID of contents and the 
generation of contents key K c corresponding to the contents utilization condition 
concerned are requested from the content ID generation part 207 and the contents 
key generation part 204, respectively, and each generates (Step S82, S83). When a 
contents utilization condition has apparatus limit information with reference to a 
contents utilization condition (Step S84), apparatus ID is acquired from a secondary 
use device (Step S85). 

[0174]Next, a secondary utilization condition is created from the inputted contents 
utilization condition (and apparatus ID in the case of being about apparatus limit 
information) (Step S86). 

[0175]Next, license information is created by acquiring apparatus master key K m from 
the apparatus master key storing part 209 (Step S87), enciphering the secondary 



utilization condition and contents key which were created by apparatus master key K m , 
and adding content ID (Step S88). 

[01 76]The gestalt which has the apparatus master key with which the each secondary 
use device was defined for every model in the management gestalt of an apparatus 
master key, for example (in the apparatus master key storing part 209.) The gestalt (a 
common apparatus master key is stored) etc. which have an apparatus master key 
with all the common secondary use devices with which the apparatus master key 
corresponding for every model ID is stored can be considered, For example, what is 
necessary is just to acquire the apparatus master key corresponding to model ID of 
the secondary use device which is applicable according to the above-mentioned 
gestalt in Step S87, or an apparatus master key common to all the secondary use 
devices. For example, an each secondary use device can have the apparatus master 
key defined individually. 

[0177]At the end, the created license information is outputted (Step S89). 
[0178]Next, contents encryption processing is explained. 

[0179]An example of the procedure of contents encryption is shown in drawing 22 . 
[0180]Shortly after contents are inputted from the contents input part 201 (Step S91), 
they are sent to the contents encryption section 202. The contents encryption 
section 202 acquires the generated contents key from the contents key generation 
part 204 (Step S92), and enciphers contents (Step S93). The enciphered contents are 
outputted from the contents output part 203 (Step S94). 

[01 81]In the secondary use device which received the license information as which 
the contents as which drawing 19 was enciphered, and drawing 17 were enciphered. 
For example, decode license information by apparatus master key K m of a self-device, 
and contents utilization condition ( drawing 18 ) and contents key K c is taken out, After 
checking that the conditions of others which apparatus ID contained in a contents 
utilization condition shows apparatus ID of 0 or a self-device, and are contained in a 
contents utilization condition are fulfilled, The enciphered contents are decoded by 
contents key K c , and contents use predetermined [, such as recording and playback, ] 
is performed. In a secondary use device, if in charge of use of contents, control to use 
is performed according to the contents utilization condition within license information. 
For example, management of the term of validity or using frequency is performed. It is 
good also as transmission to the secondary use device of others [ device / a certain / 
secondary use ] being possible in contents and its license information. 
[0182]When apparatus limitation is not carried out by doing in this way, the contents 
concerned can be used by other secondary use apparatus. 



[0183]When outputting contents to a standard use device from the standard output 
parts 120 and the use is a thing accompanied by accumulation of contents, it may be 
made to treat like a secondary use device. In this case, it may be made to pass 
without enciphering about a contents utilization condition ( drawing 17 ). When it is 
made to perform performs authentication between a broadcast receiving set and a 
secondary use device, it may be made to exclude attestation between a broadcast 
receiving set and a standard use device. 

[0184]By doing in this way, a contractors channel receiving contract information and 
the channel transmission contract information which accompanies contents can be 
unified, and a detailed usage pattern can be realized in the combination of the 
utilization condition of a contractor and contents. By this embodiment, the utilization 
condition in secondary use can especially be considered as a utilization condition, a 
contents utilization condition can be created, the contents utilization condition can be 
linked with contents in the form of license information, and a system which restricts 
use with a secondary use device to a utilization condition can be realized. 
[0185]Now, below, the processing (continuation of B of drawing 9 ) about a 
program-related-information packet is explained. 

[0186]In the flow chart which showed the flow of whole processing of drawing 9 , when 

a receive packet is a program-related-information packet, it lets the filter part 1 1 1 

pass and is sent to the program-related-information decoding part 1 13. 

[0187]An example of subsequent procedure is shown in drawing 23 . 

[0188]In this case, the channel identifier and work key identifier to which the 

corresponding work key was first added by the packet concerned are used as a key, 

and it acquires from the work key storage 124 (Step S101). Processing is ended when 

a corresponding work key does not exist in the work key storage 124. 

[0189]When a work key is able to be acquired, program related information is decoded 

using the acquired work key (Step S102). 

[0190]Channel transmission contract information C s is acquired out of the decoded 
program related information (Step S103), and this is stored in the transmitting 
contract information storage 128 with a channel identifier (Step S104). Here, since 
channel transmission contract information is changed by broadcast contents, in this 
embodiment, the channel transmission contract information with the same channel 
identifier shall always be overwritten in the transmitting contract information storage 
128. Of course, only when not the same, it may be made to overwrite as compared 
with the channel transmitting contract information which already exists, in order to 
exclude overwriting the completely same information. 



[0191]Below, the processing (continuation of C of drawing 9 ) about a receiving 
contract pertinent information packet is explained. 

[0192]In the flow chart which showed the flow of whole processing of drawing 9 , when 
receipt information is a receiving contract pertinent information packet, it is sent to 
the receiving contract pertinent information authentication section 114 through the 
filter part 111. 

[0193]An example of subsequent procedure is shown in drawing 24 . 
[0194]In this case, it is judged whether the channel receiving contract information 
concerned is a thing addressed to a self-device by extracting receiving set ID from 
the receiving set ID storage 123 (Step S1 1 1), and comparing this with receiving set ID 
contained in a receiving contract pertinent information packet first (Step S112). 
Processing is ended when it is not a thing addressed to a self-device. 
[0195]When it is a thing of a self-receiving set, master key K M individually set as the 
broadcast receiving set is acquired from the master key storing part 122 (Step S1 13), 
and the encryption portion of a receiving contract pertinent information packet is 
decoded (Step S1 14). 

[01 96]It can check that the channel receiving contract information concerned is a 
right thing by acquiring error detecting code from the decoded channel receiving 
contract information, and verifying the error detecting code. 

[0197]Here, error detecting code is added, it transmits and this is checked by the 
broadcast receiving set side in order to forge receiving set ID which is not enciphered 
in the receiving contract pertinent information packet, to create the receiving 
contract pertinent information on fake and to prevent being inputted. Error detecting 
code is changed being drawn from channel receiving contract information and 
enciphering channel receiving contract information, Even if it is going to forge, when it 
decodes, it is very rare that the error detecting code drawn from the acquired channel 
receiving contract information and the error detecting code obtained as a result of 
decoding are in agreement, and forgery prevention can be prevented. By changing 
suitably the channel receiving contract information actually enciphered as there is no 
error detecting code, a possibility that the decoded result is contract information 
(contractual coverage) better than before will be high, and such an attack will be easily 
successful. 

[01 98]If error detecting code is verified (Step S115), work key K w and receiving 
contract information C R are acquired from a receiving contract pertinent information 
packet (Step S116), and it stores in the work key storage 124 and the receiving 
contract information storing part 1 16, respectively (Step S1 17). 



[0199]Next, some variations of this embodiment are explained. 

[0200]<Variation 1> The variation about the kind of content use information is 
explained first. 

[0201] Although explained above supposing the content use information which 
consists of the term of validity which is illustrated to drawing 4 , number-of-times 
restrictions, and apparatus restrictions, of course, use restrictions can consider 
various things besides these. 

[0202]A utilization condition like model restrictions as the example can be considered. 
This is the conditions for restricting use of contents to a certain model, for example 
by making the broadcast contents concerned available only to the apparatus of a 
specific model, the sales of a specific model are promoted, therefore employment of 
making a broadcast contract charge relatively cheap is attained. It is also considered 
that management of a utilization condition has a security hole depending on a model, 
and a utilization condition is not observed besides such employment. In such a case, if 
model restrictions are put into the utilization condition, secondary use in such a model 
can be restricted. How to embed model ID of the model permitted at the license 
information at the time of putting in model limitation can be considered. 
[0203]It is possible similarly to incorporate anti-copying, copy frequency restrictions, 
etc. in a utilization condition. By doing in this way, the copy frequency from a 
secondary use device can be restricted. 

[0204]The <variation 2>, next the variation about the recording mode of channel 
contract information are explained. 

[0205]It is usable like drawing 25 in the method (bit form) which expresses it by a bit 
string on the assumption that a utilization condition other than the method (extensive 
form type) which describes information as it is like drawing 4 is restricted. The channel 
transmission contract information shown in the channel receiving contract information 
shown in drawing 25 (a), or (b), The term of validity, copy frequency, and apparatus 
limitation have gone up as a utilization condition, and, respectively, the bit which 
corresponds 18 kinds of conditions which it is restricted to the conditions of 
unlimitedness, one being a week, being "instancy", "an unrestricted copy good, a 
1-time copy good, and a copy being impossible", and a with "limited nothing one and 
with limited", and can be expressed in these combination is 1 — it is expressing. That 
is, 18-bit data can express channel contract information a little. If the logical product 
(AND) for every bit will be used when using the channel contract information of such a 
form and unifying a utilization condition, it will become possible to create an integrated 
utilization condition simply. The integrated utilization condition shown in drawing 25 



(c) is in agreement with channel transmission contract information. 
[0206]Thereby, the efficient best utilization condition also in the case of correction of 
a utilization condition can be found. For example, first, when unifying the utilization 
condition of "liking for a 1-time copy to be possible at an indefinite limited time offer, 
and to carry out use without apparatus restrictions" by the priority of copy 
restrictions, the term of validity, and apparatus restrictions, if that is not 0, with 
reference to the portion (6 bits of middle) which can be copied, the term of validity will 
be compared once in it. Although the conditions which can be copied are accepted 
once and the term of validity looks for an unrestricted thing in it in the example of 
drawing 25 , it does not exist. Then, a period chooses what is one longest week in the 
term of validity permitted, a 1-time copy is possible and the thing of the term of 
validity for one week is as nothing as those with apparatus limited — two kinds exist. 
Since he wishes the use which does not have apparatus restrictions here, those 
without apparatus restriction can be adopted and it can determine as a contents 
utilization condition which had the use "which can be 1-time copied at the limited 
time offer for one week, and does not have apparatus restrictions" unified. 
[0207]If it does in this way, the broadcast receiving set which becomes unnecessary 
and has only a small memory area will also realize, and the high speed processing of a 
list like drawing 13 - drawing 15 will become possible, since channel contract 
information is markedly alike and becomes small, transmission becomes easy. Since it 
is restricted as compared with the case where a list like drawing 13 - drawing 15 is 
used, the kind of the part contract condition is effective if both are properly used by 
the request of the system used. 

[0208]The transmission band of the receiving contract pertinent information packet in 
which channel receiving contract information is included depending on a system 
differs from the transmission band of the program-related-information packet where 
channel transmission contract information is included, and there may be few 
transmission amounts of one of channels. In such a case, the method which a 
transmission amount describes the information on few directions in bit form, and 
describes a direction with many transmission amounts by an extensive form formula is 
also considered. In this case, since it is necessary to once change the contract 
information of bit form to an extensive form type, and to match it, it is necessary to 
pass through the processing which reexpresses a condition symbolic convention 
different generally to unified form, and unifies by the same means as the 
above-mentioned using that unification expression in the case of condition integration. 
Such a method happens, when the broadcasting organizations of a 



program-related-information packet and a channel receiving contract pertinent 
information packet differ. 

[0209]The <variation 3>, next the variation about the integrating process of channel 
receiving contract information and channel transmission contract information are 
explained. 

[0210]Although the integrating process mentioned above attached the priority to each 
item and the utilization condition with a high priority was used for it, it can choose the 
utilization condition nearer to a user's hope by defining the valuation function which 
made the monograph affair the item. 

[021 1]Below, the method which uses a valuation function is explained taking the case 
of the case where the contents utilization condition of user hope is made "to have no 
apparatus restrictions to 5 times till December 25, 1999." 

[0212]An example of the procedure in the utilization condition judging / corrected 
part 117 in this case is shown in drawing 26 . The algorithm shown in drawing 26 is 
replaced with the algorithm shown in drawing 12 , and processing is moved from the 
algorithm of drawing 1 1 . 

[0213]First, the channel receiving contract information and channel transmission 
contract information which were inputted are unified, and an available contract 
information list as shown in drawing 1 5 is created (Step S121). 

[0214]Next, an evaluation value is calculated to each available contract information of 
the created available contract information list (Step S122). 

[0215]First, a basic evaluation value as a base item been three, the "term of validity", 
"number-of-times restrictions", and "apparatus restrictions", and shown in drawing 
27 ~ drawing 29 , respectively is given (there is also a view which sets the 3rd 
evaluation value of drawing 29 to 0). 

[0216]These basic evaluation values are replaced with the function of w d , w t , and w m , 
respectively, and it is a valuation function f(x)=1 0w d (x)+5w t (x)+2w m (x) 
** — if a definition is given like, the evaluation value of each available conditions of 
contract will be computed like drawing 30 . 

[0217]In this example, available contract information [ say / "by January 7 2000, to 10 
times, are apparatus limitation and viewing and listening is possible" (from the bottom 
in drawing 30 to the 2nd) ] with the highest value (150) in the evaluation value of 
drawing 30 is chosen (Step S123). This available contract information fulfills the 
above-mentioned utilization condition of choice except [ all ] apparatus limitation. 
[0218]By the way, the available contract information with an evaluation value (140) 
high next is "possible [ to 3 times / viewing and listening ] without apparatus limitation 



by January 7, 2000" (from the bottom in drawing 30 t o the 1st), and only 
number-of-times restrictions do not fulfill the utilization condition of choice. He can 
understand that these conditions change the character of the amended utilization 
condition which the difference of an evaluation value is 10 and is outputted depending 
on how to take a valuation function and a basic evaluation value also from this. This is 
a merit of correction of a utilization condition using a valuation function. That is, a 
user means that a suitable utilization condition can be automatically amended now by 
setting up appropriately so that he may like a valuation function. 

[021 9] Although the number of times of limited is specified according to the utilization 
condition of choice in the above-mentioned example, when no number-of-times 
restricting is specified by the utilization condition of choice, the basic evaluation value 
shown in drawing 27 cannot be used as it is. In such a case, how to calculate using 
frequency by making it sufficiently large upper limit, for example, 100 times, can be 
considered. Of course, it is decided by other conditions, such as the term of validity, 
whether this upper limit will be large enough. For this reason, if the number of times of 
limited at the time of referring to a basic evaluation value is flexibly set up when 
unrestricted number-of-times conditions are specified after referring to other 
conditions, such as the term of validity, it contributes to correction of a more exact 
utilization condition. 

[0220]It is desirable when the inquiry function to a user is given for the purpose of 
choosing a more exact utilization condition. Contents utilizing method selection 
I/F106 bears it. Here, when the utilization condition of choice is not fulfilled except 
that the utilization condition of choice of contents is inputted, a utilization condition is 
changed along with order with a high evaluation value, and independent selection of a 
contents utilization condition is demanded from a user by displaying like drawing 31 . 
[0221] An example of the procedure in the case of being above is shown in drawing 32 . 
[0222]First, if channel receiving contract information and channel transmission 
contract information are inputted, a utilization condition judging / corrected part 117 
will unify them by the above means, and will create an available contract information 
list (Step S131). 

[0223]Then, an evaluation value is computed using the valuation function mentioned 
above to each available contract information in an available contract information list 
(Step S132). 

[0224]Here, the list which put available contract information in order, changed (Step 
S133), was located in a line and changed into order with a computed high evaluation 
value is transmitted to contents utilizing method selection I/F106 via the contents 



output control section 1 18 (Step S134). 

[0225]In contents utilizing method selection I/F106, a utilizing method selection 
picture which ****** on a screen at drawing 31 is outputted, and selection of the 
utilizing method from a user is urged. Here, since it is displayed on order with a high 
evaluation value, even if it does not display the following screen, the user can choose 
the usage pattern near a request and is convenient. 

[0226]It is also possible by specifying clearly omissible conditions and excluding it to 
output more selectors. In the case of the example of drawing 31 , the 3rd-4th 
utilization condition hits it, namely, the 4th condition has been restriction of the term 
of validity of the 3rd condition, and it is useless as a selection condition (that is, the 
4th condition is excluded). These are easy to be able to determine by comparing 
conditions, and to specify, if there are few candidates. 

[0227]The variation of the processing and composition which create license 
information in the <variation 4>, next the secondary use outputting part 121 is 
explained. 

[0228]According to the embodiment mentioned above, license information was treated 
as digital data separated by contents so that it might illustrate to drawing 1 7 . However, 
after carrying out analogue conversion of this in the case of an output, it cannot be 
used at utilization control (since license information will be separated). That is, in the 
above-mentioned embodiment, although control of digital recording can be performed, 
control of analog recording is impossible. Then, even if changed into analog data, the 
method with which secondary utilization control can be performed becomes important 
in addition. 

[0229]On the other hand, the art of digital watermarking which mainly embeds data at 
analog data, such as a picture and a sound, attracts attention in recent years 
(references, such as ''the foundation of digital watermarking" (Kineo Matsui work, 
Morikita Shuppan, 1998)). If this art is used, information can be embedded so that it 
may not be conspicuous in analog data and may not be sampled easily. That is, since it 
is not necessary to have that use management can be performed and the license 
information separated physically in addition even if it becomes analog data, since 
license information can be embedded into analog data if electronic watermark 
technology is used, management is also easy. 

[0230] Hereafter, the license management using digital watermarking is explained. 
[0231]The example of composition of the secondary use outputting part 121 in this 
case is shown in drawing 33 . As shown in drawing 33 , the secondary use outputting 
part 121 contains the contents input part 221, the electronic-watermark-embedding 



part 222, the contents encryption section 223, the contents output part 224, the 
apparatus master key storing part 225, the utilization condition input part 226, and the 
utilization condition generation part 227. 

[0232]An example of the procedure in this case is shown in drawing 34 . 
[0233]First, a contents utilization condition is sent to input ****, and (Step S141) and 
the utilization condition generation part 227 from the utilization condition input part 
226. It is judged whether the utilization condition generation part 227 has apparatus 
limitation in the inputted contents utilization condition (Step S142). Here, when there 
are use restrictions of apparatus limitation, like the case of drawing 20 and drawing 21 , 
apparatus ID is acquired from a secondary use device (Step S143), it is the form which 
was illustrated to drawing 18 , and license information is generated (Step S144). When 
there are no use restrictions of apparatus limitation, license information is generated 
as it is (Step S144). 

[0234]Next, the generated license information is sent to the digital-watermarking 
generation part 222, and it embeds to the contents inputted from the contents input 
part 221 (Step S145). In the contents encryption section 223, it is enciphered by 
apparatus master key K m acquired from the apparatus master key storing part 209 
(Step S146, S147), and the embedded contents are outputted from the contents 
output part 224 (Step S148). 

[0235]By constituting as mentioned above, processing and composition become easy. 
Digital watermarking embedded when digital watermarking takes time since it 
embedded for every sheet of a picture, and newly purchasing a license and carrying 
out reuse of the contents is once removed, It is necessary to embed the newly 
created watermark (since license information has not separated from contents 
information, this happens). In such a situation, in order to harness a mutual good point, 
it determines whether to make it reflected as a digital license according to the kind of 
limited item included in a license, or embed by digital watermarking at an analog layer, 
and the system configuration to employ is also considered in it. 

[0236]The <variation 5>, next the apparatus reliability by the side of a secondary use 
device are explained. 

[0237]In this embodiment, even if it outputs a contents utilization condition in the 
form of license information, if it is not faithfully protected in a secondary use device, it 
is meaningless. This is being able to say also in the usual apparatus connection. 
[0238]In international standard IEEE1394 about connection between the digital 
instruments examined in recent years, Challenge Handshake Authentication Protocol 
is introduced in view of this point. It has standardized carrying out copy protection of 



the IEEE1394 standard on the bus which forms a protection mechanism about input 
and output between digital instruments and to which they are transmitted, and a 
connecting cable. 

[0239]Then, in this embodiment, between a broadcast receiving set and secondary 
use apparatus is connected with an IEEE1394 bus, and the method of using the 
above-mentioned Challenge Handshake Authentication Protocol is also considered. 
[0240] Hereafter, a bus and especially the path cord used for the data transfer 
between apparatus like a connecting cable are made a "connecting circuit." 
[0241]For the purpose of the ability not to read raw data from on DVD directly, 
although copy protection is made, when reproducing, the encryption data recorded on 
the conventional DVD etc. is decoded within apparatus, and is outputted to external 
instruments (digital TV etc.) as raw data. In this case, on a connecting circuit, if the 
raw data concerned is caught, copy protection will be broken simply. For this reason, 
the copy protection standard of IEEE1394 has realized copy protection on a 
connecting circuit by enciphering and transmitting contents between connection 
devices also on a connecting circuit with the encryption key on which it decided 
mutually from the position which protects contents. 

[0242] However, however it may perform copy protection on a channel, the contents 
enciphered for which deficient reason for the design of the apparatus to output are 
decoded, and it will be meaningless if it is in the state where contents can save in the 
raw state. Therefore, it judges whether the model of a partners apparatus is 
contained in the invalid equipment list (RIBOKESHON list) obtained separately, and an 
output is refused when contained. When not contained, in order to confirm whether 
the apparatus connected is really the model, Challenge data are outputted to a 
partner's apparatus and it attests by having a digital signature attached to the 
challenge data concerned, having it returned using the information which only the 
model concerned cannot know, and verifying the signature. 

[0243] However, since it is not realistic that one apparatus holds the public key of all 
the models here, a public key is acquired from a connection device in practice. 
However, since the pair of a public key and a secret key has a fact which can be 
generated comparatively easily while it is also verification keys of a signature, the 
public key can consider the technique of protection **** that the machine of another 
model fakes the model concerned and transmits a public key. For this reason, at the 
time of sale, each model created the pair of a public key and a secret key, showed the 
public key to control machine Seki which IEEE1394 appoints, and had the digital 
certificate published, and the authentication method of transmitting it is used for it. 



The digital signature is given with the secret key which control machine Seki has in a 
digital certificate, and since the corresponding public key is beforehand contained in 
all the apparatus, it can be judged whether the public key concerned is a right thing by 
attesting the digital certificate in which the public key concerned is contained. 
[0244]Although it roughly divides into creation of a digital signature, there are a 
method using public key encryption and a method using a common key 
encryptosystem in it and the former requires processing time rather than the latter, 
Since safety is higher, safety is inferior in the high model (mainly non-portable type) of 
count ability, and the latter, but since a model with low throughput can also be 
performed, it is applied to the low (it is mainly portable) model of count ability. After 
attestation performs the exchange protocol of a key based on the information (for 
example, public key) got to know in common mutually, exchanges keys, and enciphers 
and transmits contents using the key. 

[0245]When using IEEE1394, transmission between the apparatus in this embodiment 
must also be based on IEEE1394. It is a portion of equipment authentication that can 
communalize in this meaning and this embodiment is also needed. That is, or a 
secondary use device does not perform it, when it can avoid performing by easy 
reconstruction even if it restricts secondary use in this embodiment as mentioned 
above, the 2nd order should not be made to use for the type concerned of apparatus. 
However, since the copy protection may operate normally in this case even if it is, it is 
desirable to distribute an invalid equipment list apart from IEEE1 394. For that purpose, 
it is effective, if a packet is defined for exclusive use and it transmits by broadcast. 
Contents key K c defined as an enciphering key of contents above can also be used as 
the common key generated with an IEEE1394 protocol. In that case, it becomes 
unnecessary to encipher further with the transfer key which was enciphered by 
contents key K c which the secondary use outputting part 121 of this embodiment 
creates, and also IEEE1394 defines, and processing can be excluded. 
[0246]Below, the contents output control section 1 18 at the time of introducing the 
above-mentioned authentication process is explained. 

[0247]The example of composition of the contents output control section 1 18 in this 
case is shown in drawing 35 . As shown in drawing 35 , the contents output control 
section 1 18 contains the utilization condition input part 301, the output judgment part 
302, the equipment authentication part 303, and the use information output part 304. 
[0248] An example of the procedure in this case is shown in drawing 36 . 
[0249]From the utilization condition input part 391 of the contents output control 
section 118, a contents utilization condition is inputted (Step S151), and the output 



judging of contents is performed in the output judgment part 302. A actual output 
judging is performed by a utilization condition judging / corrected part 117. 
[0250]Here, if it is not available (Step S152) and correction is impossible (Step S153), 
use disapproval will be outputted to the secondary use outputting part 121 (Step 
S154), and processing will be ended. 

[0251 ]or [ that it is as desired when other ] — or the amended utilization condition 
being acquired (Step S152, S153, S155), and in the output judgment part 302, If it 
judges whether contents may be outputted based on the result of the equipment 
authentication of the equipment authentication part 303 mentioned later (Step S156) 
and outputting becomes possible, a contents utilization condition will be outputted to 
the secondary use outputting part 121 from the utilization condition outputting part 
304 (Step S157). In the case of output disapproval, the signal which shows the purport 
of use disapproval is outputted to the secondary use outputting part 121 (Step S154). 
[0252]On the other hand, the equipment authentication part 303 attests a secondary 
use device from a broadcast receiving set independently of [ time / of a contents 
utilization condition being inputted ] the above-mentioned process (Step S158). 
[0253]First, attestation has model ID outputted from a secondary use device, and is 
performed with reference to the RIBOKESHON list in which the list of ID to which the 
secondary use device of the model ID concerned has the judgment of being a safe 
device in the inside of a receiving set, and which is not safe was shown. Here, when it 
is a safe model, the model connected checks whether it is a model which surely has 
the ID concerned. Digital signature art is used for this check. 

[0254]About digital signature art, the following real original form voice can be 
considered, for example. First, a broadcast receiving set sends the message selected 
at random to a secondary use device, and I encipher and get it to return it using the 
confidential information which cannot know only a secondary use device with the ID 
concerned. And it can attest that the secondary use device which surely has the ID 
concerned is connected by decoding and verifying the returned cryptogram using the 
corresponding key which a broadcast receiving set has. 

[0255]Here, if not attested (Step S159), the signal of the purport that a secondary use 
device was not attested is outputted to a secondary use outputting part, and it ends 
(Step S 1 6 1 ). When attested, same processing is performed from the secondary use 
device side (Step S160), and a broadcast receiving set enciphers the random message 
sent from the secondary use device side with the secret key for attestation which a 
receiving set has, and is transmitted. If a receiving set is attested from the secondary 
use device side by this (Step S163), the signal of the purport that the output of a 



utilization condition may be permitted will be sent to the output judgment part 302. 
When that is not right, the signal of the purport that a broadcast receiving set was not 
attested is sent to the secondary use outputting part 121 (Step S162), and processing 
is ended. 

[0256]In the case of attestation, the composition which attests a secondary use 
device from a receiving set is also considered. Generally, since attestation is 
processing which processing time requires, processing becomes being only a uni 
directional with a half. It is because it is possible that the broadcast receiving set is 
already attested by the broadcasting station from the meaning that the data 
transmitted from a broadcasting station can be decoded using restricted data. 
[0257]<Variation 6> In old explanation, although channel transmission contract 
information shall be broadcast with corresponding contents and simultaneity, Channel 
transmission contract information is included in EPG (Electronic Program Guide: 
electronic program guide), and it may be made to broadcast it beforehand. 
[0258]Below, channel transmission contract information is broadcast beforehand and 
the embodiment which enabled determination of a contents utilization condition in 
advance of broadcast of contents is described taking the case of the case where a 
contents utilization condition is determined, in the case of reservation of picture 
recording. 

[0259]The example of composition of a broadcast receiving set with a 
reservation-of-picture-recording function is shown in drawing 37 . Fundamentally, 
since the full-service-broadcasting receiving set is the same as that of the 
composition of drawing 1 , it explains only a different point. 

[0260]The constructional example of electronic program guide information including 
channel transmission contract information is shown in drawing 38 . 
[0261]The electronic-program-guide-information packet consists of an information 
identifier, a channel identifier, a content identifier, channel transmission contract 
information, and program information, as shown in drawing 7 . An information identifier, 
a channel identifier, a content identifier, and channel transmission contract 
information are the same as that of the former. Program information is information 
about corresponding contents, and is a genre and information like a performer at a 
title, broadcast start time, and the time of a broadcast end date, for example. 
Electronic program guide information is broadcast by a contract channel, for example. 
An electronic-program-guide-information packet shall not be enciphered. 
[0262]Channel transmission contract information may be included also in a 
program-related-information packet, and it may be made to broadcast it only by an 



electronic-program-guide-information packet. 

[0263]Here, a content identifier shall be added to a contents packet and a packet 
(packet including the information corresponding to contents) including other channel 
transmission contract information. 

[0264]Now, in drawing 37 , when an electronic-program-guide-information packet is 
received, via the program-related-information decoding part 1 13, program information 
and each identifier are passed to contents directions selection I/F106, and are 
accumulated in contents directions selection I/F106 from the filter part 111. Channel 
transmission contract information and each identifier are accumulated in the 
transmitting contract information storage 128. 

[0265]And for example, when a user performs reservation of picture recording, the 
contents utilization condition for which it wishes is inputted besides normal operation, 
such as program specification and a recording place. A judgment, correction, etc. of a 
contents utilization condition as well as the already explained processing are made 
henceforth, and the contents utilization condition over the contents concerned is 
determined eventually. 

[0266] License information is created to this time or the suitable timing after it. 
[0267]Next, the broadcast start time of contents directions selection I/F106 and the 
contents by which reservation of picture recording was carried out is supervised, Or 
recording is started, when it supervises whether the identifier of these contents was 
received and broadcast start time (or before the fixed time) comes, or when the 
identifier of these contents is received. That is, contents are enciphered and 
enciphered content and license information are transmitted to picture recording 
apparatus. 

[0268]Henceforth, in picture recording apparatus, use of contents is performed 
according to the given license information. 

[0269]The compression method of the <variation 7>, next channel receiving contract 
information is explained. 

[0270]Although explained until now supposing the case where a channel and channel 
receiving contract information correspond to 1 to 1 , In this case, the number of 
contractors, a channel number, the size of channel receiving contract information, 
distribution frequency, etc. since it corresponds and the channel receiving contract 
information which may become comparatively [ in size ] large is delivered for every 
channel, Depending on a relation with the transmission band of a channel, the 
transmission amount of channel receiving contract information may press the 
transmission band of a channel. 



[0271]So, below, how to transmit channel contract information common to two or 
more channels is explained. 

[0272]By the way, for example in CS broadcasting with many channel numbers, it is 
almost the case to provide several kinds of packages (set of two or more channels), 
and to make a contract of the package as a unit. 

[0273]Here, taking the case of the case where a package identifier is introduced, it 
explains instead of the channel identifier of drawing 3 supposing being adapted for 
such a system. 

[0274]A package is a set of two or more channels, and a package identifier is an 
identifier for identifying a package. 

[0275]The package defining information which described which channel is included in 
the package of the package identifier concerned shall be transmitted separately. 
However, in order to explain briefly here, let a bit string as shown in drawing 2 be a 
package identifier. In this case, the channel ( drawing 2 two channels, five channels, 
seven channels, eight channels) corresponding to the bit position in which 1 stands by 
the bit string shall mean the channel included in the package concerned. 
[0276]Since the channel receiving contract information on two or more channels can 
be collectively transmitted by doing in this way, it is effective from a viewpoint of 
transmission amount reduction. Of course, also in such a system, it is possible to 
transmit individual channel receiving contract information for every channel, because 
it should set only the bit corresponding to the channel concerned to 1 among 8 bits. 
[0277]The processing changed in order to introduce a package identifier, What is 
necessary is to interpret a package identifier, to change to the symbolic convention 
for every channel the portion which made the set a channel identifier and channel 
receiving contract information, and was stored in the receiving contract information 
storing part, and just to change in the receiving contract pertinent information 
decoding part in drawing 1 , so that it may store in a receiving contract information 
storing part. 

[0278]When a package identifier is introduced, correspondence with a work key 
becomes a problem. In this case, the method of using as the work key with same 
channel included in the same package, The method which enciphers with the master 
key in which a contractor's broadcast receiving set has a work key of the channel 
corresponding to an individual contractor according to a contract on the assumption 
that work keys differ for every channel as mentioned above, and transmits separately 
can be considered. 

[0279](A 2nd embodiment) Since the processing about secondary use of the 



broadcast receiving set of this embodiment, the processing to each information, etc. 
are the same as that of a 1st embodiment fundamentally, below, they are explained 
focusing on a different point or the point to add. 

[0280]Although the method which has a master key with each individual broadcast 
receiving set was assumed in a 1st embodiment, all the receiving sets explain by this 
embodiment supposing the method which has a common master key. In such a 
conditional access system, there is each advantage that there are few transmission 
amounts of limited reception and they end since it is not necessary to carry out a 
receiving set pair, to encipher contract information individually, and to transmit. In this 
embodiment, the measure against the safety at the time of the master key being torn 
is performed using anti-fraud technology, such as a digital signature. 
[0281]Although three steps of key composition like drawing 5 were adopted in a 1st 
embodiment, two steps of key composition like drawing 39 are adopted in this 
embodiment for such limited reception. That is, channel key K ch and channel receiving 
contract information are enciphered by master key K M common to all the receiving 
sets, and it transmits. Broadcast contents are decoded using the transmitted channel 
key. 

[0282]The example which realizes control to secondary use as limited reception to 
unify channel receiving contract information and channel transmission contract 
information like a 1st embodiment on this conditional access system hereafter is 
shown. 

[0283]In a 1st embodiment, although the broadcast receiving set received the 
contents packet ( drawing 6 ), the program-related-information packet ( drawing 7 ), and 
the receiving contract pertinent information packet ( drawing 8 ), In this embodiment, a 
broadcast receiving set receives a receiving contract pertinent information packet as 
shown in a contents packet as shown in drawing 40 , and drawing 41 as a thing 
corresponding to these. 

[0284]As shown in drawing 40 , a contents packet An information identifier, a channel 
identifier, It consists of channel key identifier and channel transmission contract 
information C s and broadcast contents, and the portion from channel transmission 
contract information to broadcast contents is enciphered by channel key K ch . Since 
the meaning and role of each information are the same as a 1st embodiment, the 
explanation is omitted here. 

[0285]It is different from a 1st embodiment and channel transmission contract 
information is included in a contents packet in this embodiment. This has the 
necessity by the number of key structures being two, and since the channel 



transmission contract information of contents and the contents concerned links 
physically, there is also an advantage of being easy to constitute also as a system. 
[0286]A receiving contract pertinent information packet as shown in drawing 41 An 
information identifier, It consists of several n of a master key identifier, a channel 
identifier, a channel key identifier, a channel key, and contract information, n contract 
information, and a digital signature, and the portion from a channel identifier to a digital 
signature is enciphered with the master key. 

[0287]A digital signature is a digital signature about the portion to several n contract 
information and the contract information 1 - the contract information n. A digital 
signature is for preventing forgery of contract information, and if at least 1 bit of 
contract information is changed, it has character of it becoming impossible to verify a 
digital signature. Since it cannot do if the secret key which exists in creating a digital 
signature only at the broadcasting station side is not known, forgery of contract 
information can be prevented by adding a digital signature. 

[0288]Here, as "contract information" is shown in drawing 42 , it consists of receiving 
set ID and channel receiving contract information, and the channel receiving contract 
information corresponding to receiving set ID is expressed. 

[0289]Since the other meanings and roles of each information which are included in 
receiving contract pertinent information are the same as a 1st embodiment, the 
explanation is omitted here. 

[0290]The example of composition of the broadcast receiving set concerning this 
embodiment is shown in drawing 43 . 

[0291 ]As shown in drawing 43 , a full-service-broadcasting receiving set, The receive 
section 101, the A/D conversion part 102, the error detection / correction part 103, 
the channel selection part 104, the channel selection interface (I/F) 105, the limited 
reception treating part (limited reception chip) 106, the contents directions selection 
interface (I/F) 107, It has the contents utilization condition indicator 108. To the 
limited reception treating part 1 00, i.e., a limited reception chip. The filter part 111, the 
descrambling part 112, the receiving contract pertinent information authentication 
section 114, the receiving contract pertinent information decoding part 115, the 
receiving contract judgment part 1 16, the utilization condition judging / corrected part 
1 17, the contents output control section 1 18, the channel information input part 1 19, 
the standard output parts 120, The secondary use outputting part 121, the master key 
storing part 122, the receiving set ID storage 123, the channel key storage 125, the 
channel key outputting part 126, the receiving contract information storing part 127, 
the transmitting contract information storage 128, and the transmitting contract 



information extraction part 129 are made, and tamper-proof nature is given. 

[0292] Hereafter, operation of the broadcast receiving set of this embodiment is 

explained. 

[0293]An example of the operation procedures of the broadcast receiving set of this 
embodiment is shown in drawing 44 ~ drawing 46 . 

[0294]The broadcast receiving set of this embodiment After receiving a broadcast 
wave (Step S201), Perform an A/D conversion and it changes into digital data (Step 
S202), Perform error detection and an error correction (Step S203), and a channel 
identifier will be referred to if it is a contents packet by the information identifier in a 
packet in the filter part 1 1 1 (Step S204), It judges whether they are contents of a 
viewing-and-listening channel (Step S205), and when it is a viewing-and-listening 
channel, it transmits to the descrambling part 1 12 (Step S206). When that is not right, 
the processing about the packet concerned is ended. When it is a receiving contract 
pertinent information packet, it transmits to (Step S207) and contract pertinent 
information (Step S208). 

[0295]Next, processing of the contents packet of a viewing-and-listening channel is 
explained in detail according to the flow chart of drawing 45 . 

[0296]If a contents packet is inputted into the descrambling part 112, in the 
descrambling part 1 12, the output of a channel key will be requested from the channel 
key outputting part 126 (Step S211). In the channel key outputting part 126, input a 
channel identifier to the receiving contract judgment part 116, and the channel 
receiving contract information on the channel concerned is acquired from the 
receiving contract information storing part 127, When a contract flag is 1, the output 
enabling signal of a channel key is taken out, and when it is 0, the output disapproval 
signal of a channel key is taken out (step S212-217). When a channel key output 
disapproval signal is inputted, the processing about the packet concerned is ended in 
the channel key outputting part 126. 

[0297]When the output enabling signal of a channel key is inputted into the channel 
key outputting part 126, The channel key outputting part 126 sends a channel 
identifier and a channel key identifier to the channel key storage 125, A channel key is 
acquired, it sends to the descrambling part 112 (Step S218), and descrambling of 
contents is performed in the descrambling part 1 12 (Step S219). 

[0298]The transmitting contract information extraction part 129 acquires channel 
transmission contract information, when it is judged and (Step S220) contained 
[ whether channel transmission contract information is included and ] in the 
descrambled contents by the information identifier, and it stores it in the transmitting 



contract information storage 128 (Step S221). 

[0299]Next, contents are sent to the contents output control section 118, are the 
same methods as a 1st embodiment, and check content use information about the 
contents concerned (Step S222). If it is use disapproval as a result of checking, use 
disapproval will be displayed on the contents utilization condition indicator 107, and 
processing will be ended, or [ that it is a being / it / standard output /-in usage 
pattern and contents secondary use output when a permission is granted ] — (Step 
S223) — it is outputted to the 120 or secondary standard-output-parts use 
outputting part 121, respectively. 

[0300]When outputted to the secondary use outputting part 121, license information 
and the contents corresponding to it are generated by the same processing as a 1st 
embodiment (Step S224), it outputs to a secondary use device (Step S225), and 
processing is ended. 

[0301]Next, processing of a receiving contract pertinent information packet is 
explained in detail according to the flow chart of drawing 46 . 

[0302]If receiving contract pertinent information is inputted into the receiving 
contract pertinent information decoding part 114, in the receiving contract pertinent 
information decoding part 114, a master key identifier will be used as a key, master 
key K M will be acquired from the master key storing part 122 (Step S231), and an 
encryption portion will be decoded (Step S232). A channel key, a channel identifier, 
and a channel key identifier are extracted from the decoded receiving contract 
pertinent information (Step S233), and it stores in the channel key storage 125 (Step 
S234). 

[0303]Next, the portion from several n contract information to a digital signature is 
sent to the receiving contract information authentication section 1 15. 
[0304]At the receiving contract information authentication section 115, several n 
contract information is extracted and it is substituted for the variable MAX. With 
reference to contract information one after another, receiving set ID contained in 
them is succeedingly compared with receiving set ID in the receiving set ID storage 
123 (Steps S236-S239), When in agreement, corresponding channel receiving 
contract information C R is stored in the receiving contract information storing part 
127 after verifying a digital signature (Step S240, S241) (Step S242). When there is no 
contract information which is in agreement with receiving set ID of a self-receiving 
set, or when a digital signature is not able to be verified, processing is finished at the 
time. 

[0305]The variation shown in a 1st embodiment is applicable also to this embodiment. 



[0306]In this embodiment, the portions (for example, portion about a user interface, 
etc.) of the processing capability which does not have to carry out chip making are 
realizable, even if it uses software. In order that the portion of such a processing 
capability may make a computer perform a predetermined means (or for operating a 
computer as a predetermined means) Or it can also carry out also as a recording 
medium which recorded the program for realizing a predetermined function on the 
computer and in which computer reading is possible. 

[0307]This invention is not limited to the embodiment mentioned above, in the 

technical scope, can change variously and can be carried out. 

[0308] 

[Effect of the Invention]According to this invention, various limited reception is 
realizable for every pair of a contractor and contents by unifying 1 or two or more 1 st 
utilization conditions which the contractor has to a certain channel, and 1 or two or 
more 2nd utilization conditions which are specified to a certain contents. Limited 
reception is extensible to secondary use etc. of the contents which it became 
possible to carry out utilization control for every contents according to worth of 
contents, and had not fully been conventionally made by this. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] The figure showing the example of composition of the broadcast receiving 
set concerning one embodiment of this invention 



[Drawing 2] The figure showing an example of channel deployment information 
[Drawing 3] The figure showing the example of a data structure of channel contract 
information 

[Drawing 4] The figure showing the example of a data structure of content use 
information 

[Drawing 5] The figure for explaining the encryption mechanism of broadcast contents 
[Drawing 6] The figure showing the example of a data structure of a broadcast 
contents packet 

[Drawing 7] The figure showing the example of a data structure of a 
program-related-information packet 

[Drawing 8] The figure showing the example of a data structure of a receiving contract 
pertinent information packet 

[Drawing 9] The flow chart which shows an example of the overall procedure from the 
broadcast reception in the broadcast receiving set concerning the embodiment to the 
processing according to the contents of the packet 

[Drawing 10] The flow chart which shows an example of procedure to a broadcast 
contents packet 

[Drawing 1 1] The flow chart which shows an example of the procedure in a utilization 
condition judging / corrected part 

[Drawing 12] The flow chart which shows an example of the procedure in a utilization 
condition judging / corrected part 

[Drawing 13] The figure showing a contents utilization condition example in channel 
receiving contract information 

[Drawing 14] The figure showing an example of the contents utilization condition in 
channel transmission contract information 

[Drawing 15] The figure showing an example of an available contract information list 
[Drawing 16] The figure showing an example of an extraction result list 
[Drawing 1 7] The figure showing the example of a data structure of license information 
[Drawing 1 8] The figure showing an example of a contents utilization condition 
[Drawing 19] The figure showing the example of a data structure of the enciphered 
content passed to a secondary use device from a broadcast receiving set 
[Drawing 20] The figure showing an example of the internal configuration of a 
secondary use outputting part 

[Drawing 21] The flow chart which shows an example of the procedure which creates 
license information 

[Drawing 22] The flow chart which shows an example of the procedure which enciphers 



contents 

[Drawing 23] The flow chart which shows an example of procedure to a 
program-related-information packet 

[Drawing 24] The flow chart which shows an example of procedure to receiving 
contract pertinent information 

[Drawing 25] The figure showing other expressive form of a contents utilization 
condition 

[Drawing 26] The flow chart which shows other examples of the procedure in a 
utilization condition judging / corrected part 

[Drawing 27] The figure showing an example of a basic evaluation value to the term of 
validity 

[Drawing 28] The figure showing an example of a basic evaluation value to 
number-of-times restrictions 

[Drawing 29] The figure showing an example of a basic evaluation value to apparatus 
limitation 

[Drawing 30] The figure showing other examples of an available contract information 
list 

[Drawing 31] The figure showing an example of an available contract information 
selection picture 

[Drawing 32] The flow chart which shows the example of further others of the 
procedure in a utilization condition judging / corrected part 

[Drawing 33] The figure showing other examples of the internal configuration of a 
secondary use outputting part 

[Drawing 34] The flow chart which shows an example of the procedure in a secondary 
use outputting part 

[Drawing 35] The figure showing an example of the internal configuration of a contents 
output control section 

[Drawing 36] The flow chart which shows an example of the procedure in a contents 
output control section 

[Drawing 37] The figure showing other examples of composition of the broadcast 
receiving set concerning the embodiment 

[Drawing 38] The figure showing the constructional example of electronic program 

guide information including channel transmission contract information 

[Drawing 39] The figure for explaining the encryption mechanism of broadcast 

contents 

[Drawing 40] The figure showing other data structures of a broadcast contents packet 



[Drawing 41] The figure showing other examples of a data structure of a receiving 
contract pertinent information packet 

[Drawing 42] The figure showing the example of a data structure of contract 
information 

[Drawing 43] The figure showing the example of composition of further others of the 
broadcast receiving set concerning the embodiment 

[Drawing 44] The flow chart which shows an example of the overall procedure from the 
broadcast reception in the broadcast receiving set concerning the embodiment to the 
processing according to the contents of the packet 

[Drawing 45] The flow chart which shows an example of procedure to a broadcast 
contents packet 

[Drawing 46] The flow chart which shows an example of procedure to receiving 
contract pertinent information 
[Description of Notations] 

101 — Receive section 

102 — A/D conversion part 

103 — Error detection / correction part 

104 — Channel selection part 

105 — Channel selection interface 

106 — Limited reception treating part (limited reception chip) 

107 — Contents directions selection interface 

108 — Contents utilization condition indicator 

111 — Filter part 

112 — Descrambling part 

113 — Program-related-information decoding part 

114 — Receiving contract pertinent information authentication section 

115 — Receiving contract pertinent information decoding part 

116 — Receiving contract judgment part 

117 — A utilization condition judging / corrected part 

118 — Contents output control section 

119 — Channel information input part 

120 — Standard output parts 

121 — secondary use outputting part 

122 — Master key storing part 

123 — Receiving set ID storage 

1 24 — Work key storage 



125 — Channel key storage 

126 — Channel key outputting part 

127 — Receiving contract information storing part 

128 — Transmitting contract information storage 

129 — Transmitting contract information extraction part 
201,221 — Contents input part 

202.223 — Contents encryption section 

203.224 — Contents output part 
204 — Contents key generation part 
205,226,301 — Utilization condition input part 
206,227 — Utilization condition generation part 

207 — Content ID generation part 

208 — License information generation part 

209.225 — Apparatus master key storing part 
210 — License information outputting part 
222 — Electronic-watermark-embedding part 

302 — Output judgment part 

303 — Equipment authentication part 

304 — Use information output part 
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5 

{ t£ ntzmm 3 y f y y m n t , hi *§<t * nfc Baotfc 

[o o 1 5] tf^b<ii, MfsttiiJtw-rs-T-sti, amm 
3<D$\m%mmt Lxm^^yf-yy^m^m^ io 

a g ft (c Mfc $ ft tz m 9tXS& icfbT, mW,3<D$l 

mMmmc^ft^y^-yynm^t, Khzft 
rz^—ffimcoa y7-yvwmn-t*tm?z> c t ic 

[o o 1 6] «--£l< aaiswiai^s^ati. sfiie^ 

3<DfiJffl*ff1»«i: Lxmm<Day^yym^iWW 

tfiZfttziy&K, -7-&ML!t>ibftrzMmmic'ifo\ xii 
2ftrz^-v*mm<Dayr-yv%\m£ft%:mmtL, m 20 
*n 3 <7>5pjj 1 j*fftfl St * n § 3 >f y y * j j 1 <d& 

Zftznyy-yvrnm**. 1 OfciL'»5#a*fttr.t: 
?ICLT&<U\, COJS&C, ff$L<(i, riJHBSf? 3 CD 

3 <D5flJffl*fMff*fc >f>7fl»ff 30 

*B3©jpjffl*fl : tl«K:^sns3y7 i >y|ijffl*fl : * 1 

[0 0l8]4fSL<ti, B5l^iWt5?EStt, BftiE$ 

tc . a/j * nfc a— 9*mao n y x y y ? um ^ss- 

y-r > yfUffll&ttfcS S t Off fcft L*V^§£fc 40 
«, K3.—tfBrS©3 yT-yy^mm^UmW^ 3 © 

[0 0 19] ff£L<H\ SfeSkSnfea^TVyflffl* 
ff %S/j< LT3.— »f KiffiSl-r 3 J: 3 LT fc <fct#\, 
[0 0 2 0] W*L< a, flasjn^f->yfijffl*ft©jpj 

©'>&< fcfc 1 o*£tr«k3fc:LTt>«J:v\, 

[o o 2 i ] » * t < a, iW,GHPj»^*?aa:, inLian 50 
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^f-vyflWH* 2 ^fu/BSHKasii"*-**^ as 2 & 

[0022] JfSKIl, nuiE$ 2 <?3flJffl*ftW«a, 
[002 3] WSKIl busBIS 2 ©FJffl&fttifWi, 

wts-r i> 3 y t yy « fgtc wr s ffi7-#ffl*v k«« t 

[ 0 0 2 4 ] iff* U < ti, HuHd^JM-r 5#SK 

[0 0 2 5] *%Bi5 3) fi, /A^Kfl^n?. 

MimzftZ, m\z^-^r ^Mz^ft^mi<Duyy-yy 
*y t* » t wis l x mm t n 5 . *»©58W#k: ttffl © > 

m 2 ©|iJJIJ*fttiH«i:*tt^UT, *R>L'$nfcn yy-y 

ymmictttz>mm%ft*fe$>, ^ibftrzmmm^ 
mc)&~3^x. ai&t 3 iVi.sn >f y y vmnmizu 

»f %>££%&&£?%>* 
[0 0 2 6] ftfe, gBfcffi**S!flU#&-lCfl&aiH 

[0027] *mmc&fti£, bzi-v^MciiLXM 
53>f>7(cWLTisjnn^ 1 $fcti$s<Dgf 

2 «f ijffl&ft i: %tS^-T 5 c t tc «t o T, 3 y 

f y >y © ^ 7 *s ic l« ^ ft m S S f 8 * H ffi 1" s c i: ^ r* t 
§ 0 ccDcttciD, ny-ryy^ffiffiftii'ttSUT^ 
yry^^icfijffljijffii'rstitA^Wc^t), ^fc fie 
Mlt-^cx^X^ij^fzay^yytDZ^Mm^ii 
fe IB^SM*SE3B-r VX * So 
[0028] $fc, nyf-y-yliJffl^f'f-^^-r-tyxts 
$Si: ^ 3 j&t? 3 y f y y t 'J y ^ $ -trr 2 *fijffl»Ht 

4 A 5 c 4: J: o T, 3>f^*2 ^fiJfflSHKfJffl 
[0 0 2 9] 

[0 0 3 0] gttic, S+W^ffiOSiHR^gi^w^t*^ 

[0 0 31] ttjSSMSH<03>ho->we»Mfi:tt 

yyvmim r2#fyjijj ^nf^o 2^jjijw^©3> 
T-yyonm* mmm\ tws. susg 
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mm^immt -mtn nxtm^mm^ y y d- 

[0032] ^jSjKjg-ett. tt^m^iwf^n^ 
>7-yy<Dm]*»imctz> rz#><Dfflw*m t lxw o 

[0 0 3 3] ^ffimiTfi, flfl^<D:x-+W§fflS{tt 

y]iJ-7- (SfgSBl Dfcnf-K) tftt£ft, SfciMSHsSfitt 20 

ceo rsf,}gic{i dj t«fc»)rfpi!*ti*o 

[0 0 3 4] ^§^ + *;KD^mi (ffllAWr, 

Yiftt, flJll^fffcH) r^+fc/HgiMi? 

Xh% G«iI£*ft2SS^SfilHtt, WJ»1S«{cti£oTlfi)£ 
+ * /PSf ri#@**J «t -5 T m& £ n 5 ( n y r v V tt#tt 

mma. mm, mmgm^^^*;imaz&zti 
n) , f-^^jumimmimt. mm, 

[0035] mmttMttm®<DGm<D&tL 

Mfflmn t*t£o + n f - -v 5 a 5 If, 

?i4, £8f-+*/KD5%, 312, 355, 357, I58f 
+ */l/*<£8*&SfT?fcD, 35 1, 35 3, 35 4, 35 6^* 

[0 0 3 6] Lilt #a£Of-V*;I/fc*fJS1"5, ^© 
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twx, mm, mzco?-* zuMmtimcts^xit, 

35 1 ^■■v*;UOI5«75^40, 35 2^*;K>)§5^7 
[0 0 3 7] ttg^SBflKfe^TSBttSftT^Sg 

[0 0 3 8] * + *>M3£0 : §Bft'77?©S»J (ttiM) 

tc m^offiitfioZo mm, m3<D&5ic, 
lt, tu®L<D?v%ii<<DM$mm*mK>m&xji!i%\?5 

5) ^ffifcfeS. *5SWf4HOJ:-5*mfll*i:tHSfflBrfiE 

[0039] ^fc, *^M^t?t4, mmw&t LT, 

ffltgffl*^*ns (ftfc, ^^^^jM{SI3^1ff$6T'l4, 
y^fiJffltSfBti, 0J*tf, 0 4ic>f<-rJ:9(c|j?ijlWIti ! i : 

[0040] *>iM®mm<D?n£h,%m<*8Mx\ 

[0 0 4 l ] *^ASmiTl4, f-+*;l/Sfi|g«WIH* 
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^{fcsnT^sfrgjWcfrfrfc&i*) rs*gn8jiBif$fij 

[0 0 4 3] JWSS^«Brt(WT?K£Sm«)tt»**^ 
8W*»-F*x7* rHii££M*-y7*J fcBf^o ISii- 

fttVfc-Sfc, -WbbfcLS I i:LTMU 
flfifi**tr * c t b T v >3 o IK^SE* ~y 7W 

vx^-itli, SSti3SS1iaBi:2*fiJffll8lli:©ra-p« 30 

t«hsirif (ft 2 wmmw vmmicmibznrzm 
[0044] *^«^»<Djsj[ais<asiH-ps<gsn*f- 
^ n/c 1 1 tev&Sk ? n 5 (DT'ti^ < , [hi b i*igcot» 

«*\ 0!l*.tf-ii£»llHK ISOJgbJKiM^nSo *Hffiff; 

[0045] (as 1 wMffiBm) ^Mmnmvit. &m 50 
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m^mwtfmmv) v x * -m*m?% 

tcb^t{@»J{c§{Hl§^i8atSfS^*Bg^bbT3Mfl'r 

vx^-«i^»-bnfc^cDM : *ieis^3^^^^\ £ 

[0 0 4 6] WT, **»^<D«0ISf8^!ltco^T 
[0 0 4 7] H 1 fC, *Hffi^iltC^§^§fr^@cO 

[0 0 4 8] Si fc^snSi-Mc *ZftjM§{f8@ 
SiSfiPl 0 1, A/DS8IBP1 0 2, KtJtftW/ir 
Egfll 0 3, ^^*;l/jltRg[5l 0 4, f-^^^jlW-Yy 

^7x-x(i/f) 105, m^\mmm mfcg 

m?-<y7°) 10 6, 3yf>7fWiiI}^y5!7i- 
x ( 1 / f) 107,3 yf-yyW8Mm^g\'> 1 0 8 

£W-f3o S/c, Pi^SMflgM 0 0-r^=b^Pfi/£§ 
f,i^--y7°tcii, 7-r;b^-;'5Pi 1 l, rX^v^TVt/ffi 

112, sffiM)it«fs«^gf5 113, zmmmmmtm 
1 4, gimmwmfim'-ywi 1 5, §ugj 

^TOtgfU 1 6, *OT£ftWSg/W.g|5 1 17, nyf 
y^m^jiliilWf 1 1 8, f-v^/i/ti'JffiA^fflJi 1 a, ts 

¥ta*ai 20, 2^jffla*a5i 2 u vx^-ng 

ffiSfS 12 2, Sfa^l I Dtgttg[S 123, 7-7Stte« 
Si 2 4, f-lr*;U*-«ttffil 2 5, *-**>l/*-ffl 
^12 6, SfS^^tSmWSP 1 2 7, 3^f»jt'S : fR 

[0 0 4 9] ^tc, *HjS0!S«)©9ffc»Bfc:oi^TaM 

[0050] ^MmBB^fHim^yf-yyit, m5ic7f, 

[0 0 5 1 ] ±8E03«t9JC ^«(iMSfiaHt±ia 
[0 0 5 2] ^^^;l/«tC5t'46btx 

SKtHWOVX^-atKii T-7-^WiiJT^^ttC 
ai^-lb^ n, WjSf S f - + *;HIKiJ7-t5 «t tf i: ft 5 

» K m * SiaiBiJ^ *j J; tf 5 +• ^/l/MWiJ? 

ttttcDg^b^n, ti&tzz&mmwi uttwc 

m £ffl^TBg^{b£ftfc7-7gfKw ^«%b, 7-^7 
[0 0 5 3] ^tM+-K,„ li, X7^>7';l/ (Rg 
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-t&fctf)©®?^. *tumzfe#>t>4n%c 

|»7fcfcfcfcllg^{tsn, 7-^8$,fiS'J?> *J«tlf*f 
JcBf S + ^HMfl]? fc fc fc (cttilSafH^ n 5c 

*3 «t tfj- + -? fc WiSftit riEtt-r s « 

[0 0 5 4] ftilnyfyyii, *-+*/i/*-Kn 
BiJ^*3 <k tf f- + ^;b^]iJ-f £ fc fc fc«ii^SefS $ n& „ 10 

[0055] *jftais<a»BT«, wj£r**+*>i/* 

-K,„ fc/fl^r, Mg3yfyye!?t5cw^ 
[0 0 5 6] cct, f-+*;l/*-ttWK*l»<'fc*K: 

t- h:2hm aw* fc ft § © t\ ^sassesHt «a © 

H fc f»J * J J fc ^ 5 'Y'-iiLTh ij U ttfcffi 9 fe»T?«5 S © 

-?\ 04 a « i *■ ;i fc v ^ iiifuT-^ g-r § © # a $ b < , 20 
z n*M)n<D vx *-stT*Hft » jfb LTj^ f, i-r *. c ©ft 
$§^tcd;oT. /cfcKvx^-ii^ai^nTfc, 7-^ 
a^^ui-r § c fc £ «t -a r j»S8i«*iw±-r set #t 

[0 0 5 7] ftfc, 7-^^©SafS(co^T«, 

? it/ . y h t- ffifi -r ^ «fift fc : * 6 ft § 

4:1"*) o 

[0 0 5 8] W>\ d©ffiSS'f3>'Xf-A±'r^-V*;l/ 30 

S^5S«W« fc ^ + *;l>2&Mi8tt18» fc *m&? 

PSSSfa©s¥ttlftf?iJfc LT, nyf>7 2#fiJffl©|SI/£ 
gfS^=t?.SiJffll73^*0±^o fc£3A,, 2*fUffl 
T-©f-i|ffli|iiJffi^[ IWfc LfcKSg<3J4-We*»>, 3> 
r > 7 f» fc £ ft 5 fijffl m&tf&b ft < T U ft 6 ft ^ «t 9 

[0059] fcc5T\ ayf-yv<D2lK%m$.%m* 
5 ftfiJffiJBfi£#t?©T\ Z(D$m}&mz=iyfyv<D 

{ffiffiftfctc^<te#-r*c *©amct?, «£*©SM§8tt 

Ttft^©T\ <?ijx.fi\ ^-vt-^t^^^fffififlony-r 
yy^sns^. ^ft^fffiffi^K^-^fcWJ©^ 
wr-tft^o/co toraaa, ^iciiii^@ftfc©yt 

-/af^i/gymafr, *HMIfifc23tfiJJIJ*,BJ& 
5 ^© fc *> 6 Lfrft < , fM*.tf n tf-7°P r * -> 3 > 
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^^/I/ttS^H^ffi^LT-r-^StiM^WISffcSn, * 
tiiefloT 2 :MiJfflmiaM{t: U r *J$Mmiffl 

mctz^rc*). B2fs v 7 h © p c T*©nff ft wffi fc ft o 

T#fcj;5ft^(cii, <lwrajl{4*»)aiPJKft«. * 

^tS$Sfca >x>7©f#of-^^;b}Mfi^Jtilffi^^ 
^1" 5 C fc tc i O It'fS L <fc 3 fc -r 5 fc ©?-& 5 o 
[0 0 6 0] $r, ^- + *;H8«1»* (^ + *^Sfif3 

[0 0 6 1] *[S^Sfl->XxA(Cj;'9 3>f-y7©2 

tt^ntf^-rnttttB) Et±, ?-©^-+^;i/©^© ; fi 

nsnyfyyofKcjttts^jffl^ cwsrti?) fc 
ai^f--v^^©7-^HKw (7-^«%f-+*;i/S€ 

[0 0 6 2] 0 3tC, Xmi&BMiD?* %>lMMm<D 

T-ZMXimZfKto (a) f)\ 7 - ^ 
^MffiTfe'?, (b) j&^ + *;I/a{,}53ttti , J«fc, 7 

[0 0 6 3] El 3 (a) 0¥-V*;l/SM3Sttffif««, ^* 

+*;hwj : f. mnv9, 7-^7 anajjij^, 7-^ 

©ny^y^^ijffltf^^JA^ftSc 

[0 0 6 4] r^ + ^;l/^IJ?j (4, SK]»HS3>x> 

•ytft"«f-v^i'©3yf>7 ft^^l - fc ©T-fe 3c 

[0 0 6 5] rg*&75?J «, ^^^7Hi$53'J?-Tl§S 
5 tit ^ 5 \ *>UD§mViWi*ni* e 'V H tB*TS 

[0066] ry-^SIIKBiJ-Tj ti, ccTgafSTS7 
-^^©l^iJ^T'fe^c 
[0 0 6 7] r7-^«J tt» 
Kw 3d o 

[0 0 6 8] rnyT*y$im&16£u *i-\*>v 
m®mm&%ft&^yv-yvmmmmitt*to 

[0 0 6 9] rn^ryyfJfflfiUHj tt, n>x>7tc 

[0 0 7 0] ftfc, ^877^ l ©JS^^'7— ^SISK 
BU 1 ? ©7-c-;l/ Kfci0-'7-^li©7^-^ F^'^jfc 
LTfcck^b (g»77W0Oi^Ct, B9 3 (a) 

©i;9tcft3) , miy^vif 1 

(^77^0©4J^t«, 0 3 (b) ©i3icft 

3) c 

[0071] ftfc\ wTT?a, v-tmmtzmm 



(8) 

13 

[oo7 2] ^yy-y^nmrnm. *%mwMx&m 

«j , r^sMlfitSffij *^4St«i:t§o TOW 
RffiffiLi , r[nia$ijpgtj'f^j , mmmtiini «, * 

»W9jk, fjffl«n**j»ois^%3aiiict, ^TH^fi 

[oo73]03 ( b ) CD?* zjimmmmmtfc u 

f-+jM^§3ttfflWi, 7**;«J7, ^77 10 
con>ry^fiJfflt t ! i : ^©?'J^6^5o &tSffit4, ±13© 

[0074] ^tc stasshssax-^jcov^Tiiw 

[0 0 7 5] *^jS«8SOKSS^^Xf-Afc*5V>Ttt 
3aiSf3ifilB3b<SM1- ST-^OSSfctt, 3 y 7 y y / < 

[0 0 7 6] £7, jSWJgnyry'ytcQV^TSiWrs. 20 
[0 0 7 7] H6tc, ny-r-yy/^-y h<97-2tt5ji!i 

PJ£77o 

[0 0 7 8] 3>fyy/^7 Hi, EietC/jVf £5 

7, aiinyfyyfresoTW. 
[0079] rtsfgs^ij'7-j a, hoffi&J* 

[0080] rf-v*;mgi]^j a, SM^iM^y-ry 
ytf £^7 + *;l/CD3yf-yyfr£^7k^t ! fc5 0 30 

[0081] r^-v*;p*-»j?Ji i j mmm^y 

[0 0 8 2] rMnyfyyj toiif-^ 
x-\ 7 + * >i* -mm? -em%. s tifc 7 + k * 

[0 0 8 3] *^SS«S6-e«Ctl6^TOW*« 

[0 0 8 4] SfflMilWWtCOV^TattWrS. 

[0 0 8 5] H7tc, #ffiM)i'»^'y HD-r-#ffi 
JfiffU*^-To 40 

[0 0 8 6] SffilWilfS WW v h ti, EI 7 {CtJVT J: 9 
tc, 1fi«iJ7, 7+*;l/si>jiJ7, 7-^fMJ7, 7 

[0 0 8 7] rw««gij^j a, SK/<y-y hoagij* 
*vrt<DT\ uCT*{4#ffllMtf$l^7-y hT-S5- t 

[0 0 8 8] *;i/,i>jiJ7j 14, ij.&flfSMIftlil'ti'lfB 

[0089] a. ^zmmwmm 50 
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[0 0 9 0] rf-**;l/*-B»J^j (4, #fc£3£Sft 
[0 0 91] l7-r*;t/7-J 14, f-+*;HK»J : FtJB 

£ * nr 1, ^ 7 -v *;nottas 3 y 7 y y ©HiHUtfcffita 

nTl^&7^-;l/7— IU ^LTV^. 

[0092] r^^^i/jMfi^lflB (C). 14, ± 

ffl *#*3BiE b fc 7 + * ;H8»fl»*T?$ § „ 
[0093] ft*. *^Sfc«llT*«, cne>^T©iff« 

&E]£gT-g3I£ft/c7-2T-<&D, f- + *7l/*-HBiJ 

^7-^^i^ij7T-^s^nfc7-^siT-Bg^{t^nT 

[0 0 9 4] CCT\ *HflUB!»1?a, IPJB*#Jfctt2S;£ 
yyO^OIJH&KJ'rFJfefTU tt«llftlH!ti'J«0ttaf 

m\\mvm<Diimm\t&i3&tfm7t)\ m-t % 3 y 

f>7 ©ttiH<DB8ii6*5 «fc W7t g-T^ff -T 5 If ft 
y^UB'J?*^ LT, W^WtcWiS*** «fc d LT 
[0 0 9 5] iMc, S«^fWil!W^O^T^tflf 
[0 0 9 6] K8lc, S^igfilBitfllW/^y h^r- 

[0097] gmmmfflmmm'Wv ha, H8t^ 

[0 0 9 8] rtfWjlJ^j (4, %WWv Y<Dfflft\* 

£ t-&/77,i»J7^IB^7?.o 
[0099] rsfggg 1 dj 14, ^KS@lsrjM»ffi 
if ©fltiSSMStlBJBT© (0 fr^/7f tOT'fe5„ 

[0100] ^-**>i%imm,m (c«. a, s 

So 

[0101] rg!>fttti3-Kj 14, 7^^;b§{S^ 

[0102] ft*, *nfismsiT*ttcne)^TcDwa!i4 
[0103] wt, -^mmi\m<Dtim^mmmnmmc 
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[o 1 0 4] m9~hi 2tc» *nmBm<Dtm : gim 

[0 10 5] $1\ a— tf©»ffKJ:»)¥l(i«fc:t.L< 

x-xi o 5-z?maof-+*^aB?*n*t<o4:"r 

So ft^;l/W>^-7x-Xl 0 5T'IIRStlt 
+ ?-v*/W8iRSI$l 0 4-v£;ib 

1 1 6s\fc7Lh>tl%> 0 

[0 10 6] £T\ g]90X-f-y 7°S 1 UCfc^TSHS 10 

SSI 0 1 ■C3<tSftfcJSM2«U\ A/D^glH 0 2T- 
A / D #9&jtfetlX i f t J9)W—9t K 5 ft (Xf «y 7" 
S 1 2) , ^f^^fSyjBrt^TSailnJflg^/^-y h 

»)«ui/iriE*ns Uf^ys 1 3) „ 

[0 10 7] il r i0^tti/rtTiE$n^S-f§v^-y Hi*-* 

(1816) tco^Tti, f-r*;H}Wy^-7i-xi 
0 5£TSW£ftfc?-**;Wc#jfc^3&<0«&;^ ^ 
LT, #«i»^-yh (B3 7) *5<fctHHSig#]IM 20 
mtm^'rv h (1*18) co^Til^^vh*', ffiii- 

[0 10 8] h©ffl)«£JSt;T«l*W# 

[0 10 9] 1 1 1 S-f§v^-y h» 

(Xr-y7°S 14), Cti^-r'X^^y^VbgP 1 1 2^\ 
i£3 (XT"-y7°S 17, S 1 8) „ 3>t>'W7 
6 n/cfX ? -5 >77I/g[5 1 1 ZTtt, Hg^ftn;/ 

[0 110] »ffl|jyii1»«/^-y (Xr 
y7*S15) > #ffiMtil$IM-Sin 1 3^5 (X-r 
>y7\S 1 9) o SIMI»^7h^^/:iffl 

[01 1 i ] %mmMmmm>vrv vxh^m^t 

(Xx-y7°S 16), S-fl^fffliiMmia 1 1 4-\ 
m% (Xr-y7°S2 0) „ ffcfr-fc, C QgftlgtilBltil 
tiffin -y h K «§{3Sit»J<Dvx *-Stfc J: o TPg 
^{fcSfttvsmw&sen?, }i^ic5t/cotgii 40 

IfH&^-y h^'>x^nfc-S1§«IW3ffilSIIg|5i l 
4Tti, /^-y hrtfc£SftS3<§«H I DfcfflifflU 
SteSiHl DftttSPl 2 3^6lR»)WLfcSfiSllI D 
t Jtttf 5 c: t ic «t 0 , S J8«1!!«> •> H i 

-y h *4* ^nrc^mmmmmwmm 
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[oii2] 3>f>"y/^7 mckh-sbuuc 

[0 113] Siayfyy/^-y hfcSttJRofcrX 
77^7^1 l 2T1i, Hi Ofcffll^Lfc £5*^)01 

[0 1 14] 7^;I/£-0Pl 1 lfrf>fX77>7W 

i i 2^h\\.tzuy : ry^^ f Tv Hi, 

^—JigiJ^iXt), ^^l^-^ffiyj^gM-f S (X 
7-y-fS 3 1) . *-+*/Mr-tti*j8Pl 2 6T'{±COE 

5 (7f7 7S 3 2) o SfcfSftW^ffil 1 

rav^to-a-fctsur, sm§ettifl*«irtaj 1 27*^ 

R^-+*;KOSQ38«19*=&3ltmb (7f'y7S 3 

3) , ^777^1 -e^n^nj, oT-sntf^Bi 

*^'T^#*f-fr^l'*-Hl*a5l 2 6(c}MS (Xr-y 
7° S 3 4 ~ S 3 7 ) o 

[0 1 1 5] 7^*;l/*-f±iM$l 2 6T?8, £P>ftT 

fSf , /L/i^-v*;l'+-%WTxX^7>'7";l/i'{|5i l l^ 
3Mffb (Xf--y7°S 3 8) , ^WTftntf, 

[0 116] **5, Mi/^-y hco4" 

[0 1 17] ^ + ^;l/+-K,i, <3DW^l%attfc7*X^7 
>77Ug|5 1 1 2m 3>f>7;^7 hcOBg^ft^ 

^«^-LT (xf7 7°s 3 9) , ayv-yvitimm^ 

1 1 8^1X5 (Xx'y7°S 4 0) o 
[0 118] 3y-r>' , yttl7 t 3lWg|3i i 8T'fct, nyf 
yyfiJffl^ffiaS? I /F 1 0 B*^LT, a— *fft^X 

n yf >7|ijffl^ff^fiJfflffM^^ti^^^ty) ^?xl# 
L, *mmmmnimt>-< z 8fr*Wfc?% (X7--y7°S 
4 1) o COWStt, 5pJffl*ffWS/*iEai5 1 1 7Tif 

TSo 

[0 1 19] WJ|J*ft WJL/tfiEW 1 1 7 ■CfiJ/IJ.ftBjS 
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wpftflffltutfjw 1 20. 2*?jffla^a5i 2 1 icm 

(Xfy^S 4 2) o 
[0 12 0] *<OipJffl^!fi*««*W*'rl5S«^ «P 

LTtH^J-r-6 Uf-y^S 43) „ 
[0 12 1] *OipJffl)Bfl|*<2*flJffl{ti*T«* 

1-S (Xr-y7°S 4 5) „ &4b\ s¥b < liflttS-rsa*, 10 
^ yf y y it 2 ^fijfflSS t (Df^-mt * 

[0 l 2 2] Wffl*ftl"JS/ttE« l l 7©$jft 

«rHl l (T-iJ'»I) « 112 (fflOa® £wt7D 

[oi 2 3] ia i 1 1±, 3.—*f<Df>fim-tZ3yf->yW 

[0 12 4] fiJffl&ftW£/{gJ£S[S 1 1 7 tt, 20 

■T-2. (X-r-y7°S 5 1) „ 
[0 1 2 5] $MKttffi*Mftttffi 1 2 7£*^T, ^ 

[0 12 6] *rflWWIH18Wi, SKf-+*;UTtt3SSti 

vz^mmimmmmrctb r^. a. bj ©est 
fcts. cc-e, mmmmm "- 1 " oJi^a, *r 

[0127] ["Misgti, 3Kf-+*;l'l?aaSSnfc3 
fc, *'- 1 " ttiHH (MUMUTti^) 

[0128] ««E^w«fc"3i/^rti, otmmzmfe 40 

©AN Dfcft-T? 1 OOlgWttHBfeaiLT^So Bfl*.tf» 
H 1 3 ©fJfCfc^T±fr<E> 3 SB<DlS»*fft4 2 0 0 0 
¥l^7F!ST10@St' 2©«{BT* C t 

[0 12 9] a.Sf-+*/K0f-<r*;l/Sf.il8»trtfB*JR 
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[0 13 0] miiC, 5pJffl*ffW^/«iEai5 1 1 7(4, 

Bmi8tti««*»iw 1 2 8*»53Kf-v*^©ag©i8» 

1f?H*fCtifr* (Xf7ys 5 3) o 

[0131] mmmmnwm\ 2 sfcts^-c, ^+ 

*;l/32Sm38«fl!*{i, tfiRffH l 4 ic^TJ; o^MT 
M^titi^. Hi 4tcfe^S4M»«©jt«{4±3EO 
+ *;l/§€38ttfli* t WIST?**. 
[0 13 2] SR^+*;l/0^+*;l/i3S«§8ttW«*iR 

§ (Xf'yys 5 3, S 5 4) o 
[0 13 3] ***to^mffiffi:W$&-3.v 

t u ktiiznrcay7-yvmmm-ic£%.~?z>ikftz 

(XT'y7°S 55-S59) 0 
[0 13 4] 0d*.tf, a— «foflfa-rS3yf W^Jffl 
r 1 9 9 9 6 9 B U MS 

T'lil/f^'J Tfcntf, Ell 3 ©Ami, 1 

[0135] ^a-rsfeo*<»ofcig^fc:tt, rishc, 

0~S 6 4) 0 

[0 13 6] fLT, &8rr5t><Wd6ofc*£Ktt, 
5) o 

[0137] t&t>*>. =L~-*f<Dmmt5=iy7-yym 

^t^(Dim^ay-fyythmm^ \ l 8tc£{§L 
[o l 3 8] *+*;l/grai3»1SW4:f-+*JMi 

1 8 tciMfStT «aa*» 7t § <t o l t t, ± v ^ 

[0 13 9] WAtf, ±32©3yr>y|iJffl*ff ri 9 
ffl&LltW <Di%£Hat, HI 4©(?ijT'«, £S5rT3^ 

[0 1 4 0] m 1 2tt, 3>-r^yfiJffl*ftO«iE*^ 
[0 14 1] coti^ti, Sf, ^+*7bS^38WtBfH 

(X-r-y7°S 71) . 

[0 14 2] liJJIjRlffilittffffHy^ha, #U(i\ HI 
3©J;^^f-^^.;l/S-fI^tSffi©9*»© 1 o©f--v^> 
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©flSB'J^ftSO AND % t o Tt8tt*ft*f&£f § 

ns„ Hi 5tc, Hi 3 *rt/£^fi*)1fHBi: 
H l 4 K^r^-v*;l/3S6^|gtt«HH*tt^LT^fc*iJffl 

CO 1 4 4] CilTfli, ffl9J*ftt«5fe«te*f»t^, * 
te^M/jp U atW{fl[OKv^»fJffl*ft*llEiEfiJffl* 

MStmiJKSj -» r^wpfij -> Wffi^j c»>«£ft 

co 1 4 s] *eii-ejii'>i»»JBi*MffiiKiB^ 
trtvs<oT\ [i2]WJi5fi^e.?ij«]wj^ia^it$iJuxh«r 20 
(x-r'y7°s7 2) o ±,ie^n>'f y-yfijJii^ 

ffri999¥6fl9B*T\ [>:<!!«» U «88fllS£ 

©ty^cta, i"[Mi||5M«i;« (-1) t-ss/c 

(Xf--y7°S7 4) „ HI 5<£MJT?ti, 0tfcdiiJIW»J 

CO 1 4 6] 4*J, *ff*SSfe-r<t^4fiJfflnrflg|8|«l19 30 

StlSJ^itiiJPMtSIScOfg^aw^^tcD^fltlttl LT, mix 
fC'JXhfcfNi-fS (Xf-7 7'8 7 3) o 
CO 1 4 7] Mc, ^iJT(i^jMfW2Sg{cfl5t$ 
*rtVS<DT\ «iU?nfcUXh*#ilL (X-r<v7°S 
7 5) , K'JXF0^5WSB!;»]K^3>'r>yfiJffl* 
ft-*«Sfe-4-feO*«SW-rS (Xf77'S7 7) o HI 6 
<E>fflJ<Di8frK:«, 2#B<D?iJ/flnfjil8tt1BI8 r 1 9 9 9 
<P6/J 1 O0*T*ig»»JIWftU «SII8S*t)j *<tttt 

ttss/u, ffi»©jNjfflsr*3g»M«*<«iai*n 40 

Sil££<fcSo 

CO 1 4 8] -7j\ W«ftJ«K^¥iJffl*ff*ilSfc-r«J:5«: 

b frwwis t fi^i"jffl nmmm^n^m s (x 

■f -y 7° S 7 6 ) o 

co 1 4 9] sistc «tjwra©fi^igt&*ft*ttfiH 
l> ctitA}j-$tirc?>T yvmm&ftttD AND* 
m £ c t (c i. *) , ^iE^ntcayy-yy f y J 1 J£ft*m£ 
U cti^nyf-yytflMWSin 1 8tayf-yy%\ 
ilJ*ff*>5iW 1 0 7tC, L H/J-f S (Xx-y7°S 78). 50 
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CO 1 5 0] *W<D«£, A*J*"Jffl*frK«fcifi^ (« 
JEZfttc) mm^mt, a— *ffTri!©£ft r 1 999^ 
6£9 0£T\ @m«U tMSRB^&Lj fcflbttiS 
ttfclft&fijffl&tt T 1 9 9 9^6^1 0 0 ST, em 
H&U «$S§IS£fc l yJ fcWANDK, r l 9 9 9^ 
6fl9B£T\ ®»IMHaU a«££<9J h&So 

Co 1 5 1] ayryytH^wwaui 1 8fcUi*iStt;fc 
nyx>7?iJfflMNi, 2^?Ufflttl7 , jg[5l 2 lfc&e 

ms^Lfz^^-tyxmrncR^tn^. 

CO 1 5 2] 3>f->'y|IJffl*ff**g|Jl 0 7T* 

CO 1 5 3] fcfe, ,ffRlT#*l>iEWJII*ft^fJ6nft 

CO 1 5 4] COi^CtiCiT?, 

tSIS ^ + *;l/556MIS«t9« k %»E^ L - SKf - + 
(C*f LT38fi#tf & o T 5 ^ -v * ;l/Sffi"M^ t±5 ?ij 
ffl^ff A3 * to 3 yf y y \c s £%m&* 

^ffiSSfS^^Si-r 4 C #T? # c © c 4: ic J: 0 , 

CO 1 5 5] 2^fiJffl<Ofea6Wv-l'-b>'XlfStC 

Co 1 5 6] ^(O^mii, nyfy'^ffllff^, ^7 
■tyxmnt^o nyfyyty yyLfcf-^fcb 

Co 1 57] hi 7t, v>r-ty^trtai©*fiJt«>j%^ 

To 

CO 1 5 8] Hi 7 »t;T£ yy-ty^m 
n>x>7ID, nyxy^^iJ/H^cf-l-, 3yf>7 

CO 1 5 9] rnyf >"y I Dj {4, 2^fiJfflai^Wl 
2 1rtT«$ns, nyT-y^yoiffiiJ^TSD, ny 
r > ^ 4: 5 7 -b > Xtfiffi i: V > ^ T S ?£$J£ 

Co 1 6 0] rnyxy^yfijffl^ffj ti, 3^yf> 
7 1 Doo^/cnyf-yy^fUfflTts^ffTfeSo * 
'i<M$(iTa, nyT^yfiJHI^ftfct, Hi Bt/j^fJ: 
•9t, reflwaiBj , rfijfflnisu , r^-gsi dj 



21 

?%o £fc ^§sid«, ormmm^L^mL, o 
[oi6i] 9c<DmMT'%kmttz.&%.-$nrc3y 

tJiESftfc^ft) y^JzyzmmctoifZ^yf-y 

ymm\- (01 7, 01 8) tzmitzrctbic, y 

[0 16 2] C«7^-b>Xtf^(C4ott?.2^flJffl^ff 

y 7 fijffl fe i: tc $ ft § o 

[0 16 3] rnyfyyiK,. it a>fy7iD 

[0 16 4] ^-feyxtPKti, 2^?ljffl^ff*^3> 

[0 16 5] ^IC, 2^l|fflOfc46cDn>x y^ltffiC 20 

[0 1 6 6] 0 1 9 t, rnyy-y^tSffiWM^TN 
-To 

[0 16 7] 0 1 9 JCTT^n^^c, ny-ry^tSS 
te, ayf-yy i d tn>f vyfr^S!), nyf^ 

[oi6 8] cct\ nvf >-yg|K. (i, 7^tyx 
titftuciig^t lt a ^nrfc <? , cntfsgftw&^-t: 

d c-etifflBgvx^-StKn, l± 2 ^iJffl3£S{c«ffl 30 

Steffi £ tiTis o , 3— if ; £ im p> n 5 c t </ * i: is. 

# ft < t « t* sf. 3 y f > 7 T' t § CD a 
2 ^jpJfflfiHi?** fc«>, 3 yy- yy 1 >xlf $B 
tti rayTyvzm^-rzrMc&y-J-tyx^fiitf 

t^-AsttTU V*£ftTVS„ 2btc, 
5fc46, 2^fiJfflMftfnl«(cnyx> > y(c'j y^?n 

t^v BX\ 3 y-f y^Wmn-(D 2 SSflffi'MOEIR* 
[0 16 9] ST, 2^fiJfflm*Wi 2 n±, nyfy 

ffi t us 3 >x y y £ff jer-t 3 „ 

[0 1 7 0] 0 2 QIC, Z^flJiljm/j.IPl 2 1 DffltfffJ 
£*fo 02 OK^snSiSfc, 2*jpJfflW*3Pl 2 
Hi, nyfyyA»zoi, 3 y^y yHgAMtgp 2 50 
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0 2, nyf >-ythtjgl52 o 3, 3y-fyy*-£$g|5 

2 0 4, flJffl&ttA*(gR2 0 5 , flJffl£ft£/j5cg[S2 0 
6, uyy-yv I D£fi£S5 2 0 7 , yJ -fe yXlfftlfeS 
SI52 0 8, $£2§VX?-St#«2 0 9, 7^-feyXi 
*BtH7jg|5 2 1 0£^fr o 
[0171] $"f, 2^iJfflO/ci6«'7y-feyxm ! ^f / P 

[o i 7 2] 02 1 ic, z'Mmnrcisbcoy^^yxm 

[0 17 3] S-f, ?"Jffl*ffX*aP2 0 5A^nyfy 
y*iJffl*fWA*j2tt* (Xf--y7°S8 l) o AftSn 

teat 5> n, a m. 3 y x y y m m £ft t wtt % 3 > x > 

>ycD3yf-> > y I D^nyryy^-K, coifS^r^n 
ftin>f>7 I D^/jitg[!2 0 7, nyfy7*-M 
gP2 0 4 icSWL, ^-n^n^lSSfT^ (Xx'y7°S 
8 2, S8 3) o 3>x> > yfiJffl^ff^#W,L 
(Xx-y7°S8 4) , ay^yy^ffl^feffKMSglESIS 
W^feSflA^tcti, «l D^2^iJJI|gn ¥ (7b^M l i-r 
£ (Xr-y7°S 8 5) o 

[0174] #tc, A^^n/c3y^y > yfijiil^ff (ts 

2^?ij)ll^ff%ftfi)c1-§ (X-r'y7°S8 6) „ 
[0 17 5] *fC, iS7X^-«K. 
Il^#3g[5 2 0 9 5 Mil L (XT7 7*S8 7) , 

nfc 2 i^fiJffl^ff t3 yxy-y^-^gs^x^-siK 
7-Hg^bU, nyf-yy 1 D*Wtti"rscfcK«tO, 

y^-tyxmmZftf&tZ' (Xf77"S8 8) 0 
[0 17 6] ft*5, «»VX$r-»©MB»fc:tt, I?'] 

[0177] mmc, imznrzyj-tyximttitiij 

t%> (Xf--v7°S 8 9) o 

[0 17 8] :^tc, ziyT-yy^mmm.K'D^xMm 

[0 1 7 9] 02 2 tc, uyT-yvugmtvmm^mo 

[0180] nyfyyii. nyfyyAtj^2 0 1 
z>XfT£ft%>t (X-r-v7 p S9 l) , iH^ica yf-yy 
Bg^lkg[5 2 0 2fcSf.M„ 3>7 L >^Bg^kg[5 2 0 2 
ii, ^^S^fcn>'7 : -yv+-%r3yf-y > y+-^i?!ci'5|5 
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2 0 4^bW#L (Xx>y7°S9 2) , 3yfy7£flg 

^-ftirs (xfy^s 9 3) o 9&mtztiit3>7-yy 

S 9 4 ) c 

[0 18 1] 4*5. 01 9WR|^fc£ft/c3yf-y7*3 

xrsm 1 7 0B&^fk«nfe7-<-byxflM8*SMLfc2 

8) fc^o^yryy^-K, ^ffx^tbU xyy-yv 
fiJffl^ff(c#S nsiigs I D^O * fe«@SlO«5B 1 10 

jnfc3yfy , yi&3>'fy7+-K, t»$^u ilia 

ar*ti, ^yTyy<Dmmc$>rc-DTi,z, ^-tryxtfi 
m\H<D 3 y f y v f |J ffl £ft tc fi£ o T , m ffl 3 3 y 

**2^JJII»i«^6ffi02^JJ|]«il'tK*B2iBI<l6i: L 
Tt>«fci/\, 20 
[0 18 2] ccDJ;9ict-§ci:(cJ;i3, «{fiHBii£3tt 

tjpJJIJ-p**±3K4S. 

co i 8 3] s/*c, «n*wa»i 2 o^e»tiwjfflSB 
1 3 y-r y y * Rtc , * oftfflft^ y r y 7 © 

Ml- (Kll 7) KOl/>Tl±8g^ftLfcl^T*iK-f ±5fcL 
[0 18 4] £<D&?lCTZ££iC£*), 

*;i/§{3IWilRi: 3 yx y yfcttisa-f 3 ^-v*/i^f8 
g»1(MH t £ftt£ U £g»# i: 3 >f yy «fijffl*ft o> 

*ijffl^-£#*T3yxyy*ijjfl^£m#u ^<D3 

y r y 7 f ijffl =7 4 -tr y X'lfiffi ^^«t3yf> 
7 £ U y * U 2 ^iJffl3£gT*OfiJffl%f"Jffl^ff tcMRS 40 

[0 18 5] ST, WT1?ti, WaM'ft^^'v He 

[0 18 6] |9(D^*il!lI«n5;/fNLft7n-f L + 

[0 1 8 7] H2 :hc im(omn^wi<D-m^to 

[0 18 8] :o«^ S-f, WiS-rs^-^M*, a 
,»/ ^ -y h ttiJU S ft fc ? * * /1/.*HJ 7*5 <t t>*7 - * SI 50 



W2 000-3 4 9 7 2 5 
24 

3 (Xf--y7\S 10 1)o ft*5, ftf5f57-*»jb<7 

[0189] r)->?mNm~Qzrd$fe\z.\t. mftLtc 

S 1 0 2) o 

[0190] 'mztirc%mmmwm<D^frz>3-**>i 
mmmmmm* uf77sio3) . en 

*;H$5>'J? i: 1 1 KSi&rai8»18*M6*lW 1 2 8 tc 
♦Slfl-rs (Xx-y7°S 1 0 4) 0 cl^T% f-f*/W8fl 

±»#-rso««<rc»fc, imcfrftirsf-^y*;^ 

fi^^'Wffi i: it« L . ra - if 4 >- ^«^{c©*±* * t S 
[0 19 1] WTT4±, Sf.llSWIJUaSti'/^^v MCWI 

-rsjaa (g]9coc<D^t) to^Tii^-rSc 

[0 19 2] !3 9cr)±fWI!^n^:>T<L/c7 0-^-V 
feofc4i^ 7^;W-«] 1 l*aLTSf,lfg»liMj!l! 

ifisasiiEgpi 1 4tc^p,n§o 

[0 1 9 3] H2 4tC, W»fl0SBai^l«(D-W*^1-o 
[0 l 9 4] COIS^, *f, SfMSBI D^SfflgRl 2 
3^e>SMSlI DfctftttiL (X-r-y 7°S 111), CI 

nts^33tti!ia«it«/^-y htc^^nsgfasd 1 d 

^i:t$3-r § C t JC ± 0 . Ma^c^^ ^;US{a^t,'f^^ 
112)o SaH5ST©t©T«:*^fcl8^t«:, M 
[0 1 9 5] g£M«fi<0t>«DT*ofcJ8£lctt, 

Sfastttf@»i^^snri/^vx^-«iK M ^vx 

*-»«iWj»l 2 2A^Wa (Xf->y7°S 113), 

§<a^nat^?B/^-y hom^tw^ai^-rs (x 

r-y7°S 1 1 4) „ 

[0 19 6] «^Lfc*+*;b3^3SI513«fr&iR*>tt 

[0197] ££X\ m^mta^-v^wmtxmiE 
u mm%m$kwmx'£ti*mmLx^z<Dtt, smis 

I D*«itLT«OSffl38fil!lljifflHfi*fl='liKL, A^S 

^\mmmw t>wmnzt><Dxht). ? * * ^sia 

t *^ u is, mznrci-** >i%immimfr & « tb 
sn^,K d jam 3 - k £ & i j^waifj 5 nfc,K 0 «iai 3 
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- Ktf-srr §ct imtbxmx-h <o , «igi»±*iw <* 

[0 19 8] K0ttW3-KjyttKSnfc6 (Xf'yy 
S 1 1 5) , SMISWBiiiWS/^y hfrZV-ZMK 
« fc£fc|g|$JlS#C« W#L (Xf'yys 116), 

*n^n7-^«««i«iw 12 4, sfs^^ji'i'jfs^g^ i io 

1 6&c«$irtf 5 U-r-y 7°S 1 1 7) „ 

[0 19 9] #tC, *^*Jgffi©»OA^O/<yx-S/3 

[0200] </n'Jx-->3 y l >£f\ ayf-yy^i 

So 

[0 2 0 1 ] W±-eti, H4fcW^*J:5«:, WS&SB 
%},;iLLXM\Ltct>\ ?iJJUiiiiJRlU«in50ffi 

[0202] %<r>~mtLxti., mwrnvkottm 

lcWZ>rdsb<D£tt-X\ MxH SMSnyf>7S« 

?,ft3o ^«<fc5fti§i^c, *iJffl*ffK«HllliiJlfi*Xti 
T *J < t , ^ CD £ 9 *«8K<& 2 ffl*SJET 5 C £ 30 

[0 2 0 3] 3lf-Ki±^3e-|Hl*WJ 

olctZzticX^X, 2 #f iJfflS@fr £<93 

[0 2 0-1] </^'JX-->3 >2 >^{C, ^-\r*;l/^#] 

Z>o 40 
[0205] |(] 4 CO £ a CtlHH**© $ $ fl2M}-f 5 

hlfe© rtfl*2flj«7flET?fcS. [K] 2 5 (a) K^Lfcf-V 

^l/SMIgftlfHB* (b) tc,f;Lfc^*;l/j£fsf^ffi 

T*jt*^Tfeo, en^n, mum, imvs* hp^j 

fl l^a-TSSlt? £51 HMD <B*ft-**f JST 5 If v h 50 
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\x&%ct£ixmm.Lx^z, 0 ?&t>%, e-Ti 8 
m >y of- * x?v *>mmm*Mm? sctw-v 

#5 0 £©«t?4^©*-**/l>§3tt1t«*tev\ fUffl 
^ffJfett^TSIStit'y hSoHa* (AND) £{£9 

HBtcftSo ft*>\ 12 2 5 (c) tc^-r»t^*ijffl*ft«:, 
* + *;M2Ha§Stt1S*fc -Sit" So 
[0 2 0 6] JinfCkOflJffl^ffflD^EOIBKtJaiifSW 

mmm<Dm?mfex i @3t°-uT7««s?)ft^ij 

1 [g|3kr-Hj©*fl : «:ffii&6nTfc»), *©ftJ-e^w 
|Sg^«'iJ|51CDtcD^jf-rA s , ^n&fpftLft^o 

mo t, tD^3SfR-rSo i @3 tr-pjT? i Hifflo^jniB 

OtO{i*}fiHB/i£a&t) t&LcD2{Tlft'Kr : Sir5o ^^T 5 

u*fiyu lt, r i iiaii"dcDj9ii! , .ji5i^T' i i-in v-aixm 

mi E04 V ^ J fJffl *«E^ S nfc 3 V r >y fiJffl *ff i: 
[0 2 0 7] CCDcfc^C-fftlf, Kl 1 3-0 1 5cDi:5 

g^tftSo ftfc, ^co^^icfllcOWiia 1 3~ll 
1 5 O «t 5 ft "J X h *ffl V S Jt« n S 

[0 2 0 8] Sfc, 5/Xf-AfCj;oTW:^ + */l/SM38 

(Dmmmtf'p^^£t&z> a anas m 

f - > ?'T 5 A s 5 fc fe, -SStC 14 S ft S *ff j?S)S« 

■y hi:^^t>;b^fI^JM3i'»^-y KDtti2l^ll# 
^'SftStI^ftHtctiac5 0 
[0 2 0 9] </^JX-->3>3>^(C, f-v*;l/S« 

•;x->>3 yK-o^xm\?%o 

[0210] ffiT&LrzM&umz. ^m^mmmk^ 
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i)\ &kft%7Jf-I*t. Lrcff«BM»*^»-r«C £lc 

[021 l] WTWi, ffffil»«*ffli/''«Zji£*, ^~ 
tfftawnvrvyflfflfctttf ri 999^1 2/125 

[0 2 1 2] 0 2 6 £<Dt%&<D%m#itm7E/&iE 

an 1 7fcfeit*«ia^igo-fi»j*^-r. 026 

tc^-TT^nUXAti, 0 1 2lC7tfr7t]/3VXJ*£U 10 

[0213] Khzftttv^bg.mmmmt 

1) o 

[0 2 14] JfcK, flibX^n/cfiJfflSItgWJtSffiUXh 
(Xf7 7"S 12 2)o 

[0215] 4t*jg@{i r^jajwpu riBi^ij 20 
ffij r«t/i)i5U cD^oT-feo, wewg27~02 

9 tC^f «fc -5 aJS*fffli«[*#*S (0 2 9 CD 3 §g<9 

[0 2 1 6] $fc, cneok^afftiiiffl^^ ftlfnw 

„ , w , , w,„ fc^MiR-ciifrai*., gfffiwst* 

f (x) = 1 0w,! (x) +5w, (x)+2w 

n. (X) 

CD «fc ? fc£»T3 . ft¥iJJB HrfiHgtt^ffWff ffiit^H 
3 0«J;9tc|¥rti^n?)o 

[0 2 1 7] *0IOJg&M\ 0 3 0<Z>ffffifBa>*T*»t> 30 

iftiWfi (150) r2 o o o*r- 1 ft 7 B£t?fc, 
i oti]$T\ mmmi (.mo^m 

(Xr-yys 1 2 3) o *fU/TnJfi§8tt1S«fcl:, $M 

[02 18] tC^T, ^^Kl/^Kiffifl (1 4 0) *fif 
ofiJfflBJff^tf ttti, r 2 0 0 0 *F 1 E 7 H S Tic 3 
0£T LT'81«5J8il (0 3 0 tfettSTfr 
6 1 SB) 0»IMI8©*tfffI!fiJffl*ft*iKfc 
LTVftl\, dfibCD^fftiaWEfflcDM^l OT-SD, 40 
C CD C £ 6 1 MR^S+ff ffiffi©* 0 ^T?tt* $ 

5 0 z<dz £mmmmzm^2>$imikft<D®iE<D* v 

[0 2 19] ±|EOflfljT{4#a*iJffl*ftTWia0 

RjWR&iSttT^stf, ?&^fijjii^ft-r-i"iig[»;iiijpi^}n 
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+^^±isffl, mtf i o 00, fcLTjuj-rs^rs 

9 rtr « £S0J WPS ft if cDfficD^ff IC «fc o T ifc £ S o C » fc 

WPg0a^7 l>*F5/7jl'\c&&ir&b . «fc 0 iEStftfiJffl 

[0220] $/c, «fc9m«fcfUffl*ft*aHR1-«fc^ 
9 jtHtTtt, a— V^OW\,^t>&lgm*mz-&Z £ff 
£ U\ ZtiZfeo Ottnyf > yfjffl^tea*? I / F 

ireoffiv^HKlUfflfcttfcMtfg*., 0 3 l <D<fc9tcii 

[0 2 2 1 ] H3 ±3E©«fc3ft*n«>«lBi¥JE® 

[0222] £-r\ mm&mi%./mv.m i 1 7^ * 
\ *j\<&<, mmm £** *>vm mmtmvAti $ n 

Wtilffi'JXhJfefffiR-T* (Xf'VT'S 1 3 1) „ 
[0 2 2 3] «^T, 5pJfflBJ«i3»1B«UXhC«S«S' 

^o*ijjii"ifniittM«twuT, iiuaLfc,tf*iiuyft*jij 

1>T, i?ffiffl^»ttJf5 (X^'V7°S 1 3 2) o 
[0 2 2 4] llT; StiiL/clfffiffl^^MtCfiJfflnT 
ffE^«'?ffi^M-<S^ (X-r-y7°S 13 3), MO*S£x. 

7 7'S 134). 

[0 2 2 5] nyxWfUffl^ffiSUR 1/F10 6T' 

it, Hffi{cE3 ncf^/K-rs^aftfijffl^i-ai^Hffi 

r% swacDiSv^w^^^nscDT, n.— ifti, 'xm 
so^a/7<bft< Tt, ms^jfi^fijfflmi^jafwr 5l 

[0 2 2 6] ft4b\ W6j5PtC*l6Tfr**fl : *1$i£LT 
ZtV&H <£££&*). ct^^<CD»R : ?^tb/j-r^C 
^tBIfigT-fe^o 0 3 lCD^JcDil-^ ^3 • ffi 4 Ofijffl 

*ff*^ntca&fc»), fft^^> 3) 4 0*ft#s 3 
ffo^wiaowffitaoTfet), mnm-£ trim 

[0 2 2 7] <AiJX--> 3 >4 >^'(C, 2^flJffltU/3 

[0 2 2 8] m&LfcMI&J&MXiZ, vJ-tyxmm 
0 1 7{cf^-r5<t'5tcn>'xy , y{cyji9^.^nfc: 

cD^tc 7 -J- a L fc»T©f ij JIJIIW 1 1± (9 -b > 
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[0 2 2 9] i^iiHt^g/S&H^T^n^r 
8UkWISu 19 9 8) $*Bg) o CCD^ffi^ff 9 

x- tic* -3Tt>fti3, ft 
fflWKtfKSnfc 5 Y H2 > XflMH*8fc* <Tt^C 

[0 2 3 0] JiCF, l-T-iSA^^ffiofcv-Y-feyXSJI 

[0 2 3 1 ] 0 3 3tC, Z<Di)i$<DZX.m)mfltR\ 2 

1 ^W'lJ^To 033 E^SnS J: 9 fc, 2&fUffl 20 

my-Ji'fP 1 2 1 14, rj>"ry^A^^2 2 1 , VlHpa*»L 

2 2, 3 ^88^8152 2 3, 
yyWJjfflSZ 2 4 , ^!iVX*-g|#»2 2 5, flJJIJ 
*ttA*rffi2 2 6, flJffl&ft4£/£^2 2 7£My„ 

[0232] Bi3 4 c<D^(D^m^m<D-m^ 

to 

[0 2 3 3] $1\ |iJfflM+A^g|52 2 BA^nyfy 

^fUffl^ff^A^j^nt (xf'yys 141), 

srr a (xf7^s u2)„ ttSRtigoftffl 

14 3). 1*1 1 8{C^tfc<t9*^T% 
1f«£«f3 (Xr--y7°S 1 44) 0 $28ffl5gcr)fijffl 

(Xx-y7°S 1 4 4 ) o 

[0 2 3 4] <fej«Lfc7-<-l*>Xl9«**7-a^ 

l^b)c^2 2 2(c^"9. nyT-yyxti&z 2 1 ^e>A 
^^nfcnyfy^iclfeiity (x-r-y7°s 1 4 5) „ 40 
SfeiiSnfcnyf-yyti, nyf-y>yng^bg[5 2 2 3 

H;4vX^-g|K,„ THg^-fb^n (Xf7 7"S 1 4 6, S 

147), ^yr-yyi)ijr$2 2 4fre.W*jsns (x 

•f-y 7°S 1 4 8) „ 

[0 2 3 5] w±<o.fc 9 KAMi-rac 

fc*IUW&ifC>t*H*llll*lB!U Site, rrfcfc^^yx^ 
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> x tc # $ n 5 Rg^jg i ornmc iotf^7^t 

[0 2 3 6] <A'jx-> 3 y5>»;, 2^fiJfflSB 
[0 2 3 7] A^/lJTMlcfct^T, nyfy7|i|fflM 

[0 2 3 8] 5fi¥ttlJSnTV^S7 J >'*;HaSBIfflO««5 
£fflf<SHK5SH« I E E E 1 3 9 4 Tli, tOiStft* 
TKfET'nhaMiALTO^. I E E E 1 3 9 4 S3 
f-y' * A/flWBMO AW* ILtyofyyayi 

IC*5^T 1 3 kf- 7°P x £ 3 >f & C £ fcSlfcfk L T 

[0 2 3 9] *A-efe^fit*3^T, IS 

Ht 2#|iJffl«i:<DfM]£: I E E E 1 3 9 
U ±,£,S 1 1iE7 0 p Fayl/J&jpJJIJ-f «£&t>-#*.6ft*. 

[0 2 4 0] WTs ^X, »«y-r;l/OJ:3»c*»lffl 
©■r-^ls5Xfc¥iJfflSnS««S»%1*K r««5|il«lj t 

[0 2 4 1 ] fi£*OD VDftiftCiaSStlSie^fk-r- 

jgWT-fi, n^-7°n-r^-> 3 ^ftsntl^tf, ff 

TIejM-T § C i: K «fc 0 , »tt®*±"P«) 3k-7°nfy 
i/ay^HLT^S©^, lEEE 1 3 9 4©3t- 

[0 2 4 2] V^HCiiflSS±T-3^-7°nx^ 
CJsPt-— >3 >UX F) fcSSftT^frSfrSWW 
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[0 2 4 3] fc/cU -OfDmm^XnWMtD 

±.immmm^£\m*®.®?z> a ft/£u ^mmt 
m& <nmmx t & s -nx\ &mM t ®wm<d^7 a 

> y^mmmm^x^mm^Mmt s t ^af 

Bits mime £r,mtm®m<D^7*{mu i e 

E E l 3 9 itffclbZ'gimmiC&fflMZ^LX, 10 

&IJ8»tf IE fe <Dfr if 9 ^*WWf-r S £ t tfX £ 5 0 
[0 2 4 4] 7*^^;H*Ofl5*lCt4, 

£ 0 , in'i-tf fili-tf «fc t) W'lWI.WfrfrStf, 
.fcOffi^fca, II©h^j<^«^ (±{cffi*Bt£l<D) IS 20 

ff-etso-e, n-ffffi/j©ffiv^ (itc^sycD) ««tc 

[0245] IEEE1394 
*B®fc:43^5««Ha<DlKi2Sfe I EEE 1 3 9 4lc¥IL 

x t^sss t ft 3 ott*«KSE©ai5»"e»5o -r ft « 

ffoTfe. 2^iJfflSrI^ ; en^^Tbftv\ &L<ti 

a-ic « . s « 2 ^?ijif j $ it s ^ t t* a ft 

£1 EEE 1 3 9 4fctt&jKEflrr*CfcffS$U\, 

^■cDfcfctcti, iVffltc/^'y h*^»U tt&lckoT 
^tlt Lxfctbrc^yTyvMK. * i e e e i 3 9 

4 -fa h3;b-p£j*£nStt£«fc-rS«:fcfct?!?So 40 
f^ayfyyiK, T-ng^fftLftitC IEEE139 

4 tfjEasteaarcs etcHg^t-r a < ft t> > 

[0 2 4 6] J-XTT'ii, ±ie».ig.iiE7 0 a-trX^a9ALft 

[0247] E13 5tC, C©«^03^f->yW**JW 
I'ftl 1 8 OtiMfriJ^^-to 0 3 5lc^£ft5J:5U:, n 
yrvyW^jSiJUIWi l 8(i, |iJffl*ffX*»3 0 l, 
W^WVi-Wa o 2, «,H,ffi^3 0 3, flJJIJtiWHUflSP 50 
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3 0 4£$t?o 

[0248] B3 6£, C©18^©jag^)B©-W*^ 
■To 

[0 2 4 9] nyfyydlAWl 1 8<D?i|ffl£ftA 
7lg|53 9 lfrbn>f>7fl»tfA^]Jn (Xf-y 
7°S 15 1), tiJ^J^gf53 0 2}c4o^T3>'f-y i ycD 

s/eiEgin 1 7(c<i'9fTftt)n§o 

[0 2 5 0] CCT, fiJfflpJf!ET*ft< (Xx-y7°S 1 5 
2) , fto«iE^Rlfl6*5Hf (X-r>y7°S 1 5 3) , *U 
ffl^H^«^£2#fOTI±!7lg[Sl 2 HcftftV Uf 
•y7°S 1 5 4) , tmZt&TtZa 

[0251] *nw^©«^«, am o j^t t, < afi 

E£ft£fiJffl&ft;W#e>ft (XT-y7°S 15 2, S 1 5 

3, si 55) , mtsm^3 o 2(ctj^r> sas-Ts 
mmmMM3 0 3<D®mmm<D*s%kicm-3^X3>Ty 

y*a^LTfiV^S*»OfiJ^%ft«:C^ (X-r>y7°S 1 
5 6) , tiJ^Hltfttitf, 3>r>*y*iJffl*ff*fiJffl* 

ffaj73('f3 o 4 2^fyjijm*.H5 1 2 1 ^tu^-rs 

(X-f -y7°S 15 7). W*^flFRl©«^tt, filffl^IT- 
BI©lri*^rU»i*2?J?|IJJIjm*ffl5l 2 l^tU7^^§ 
(Xf--y7°S 15 4)o 

[0 2 5 2] K4, : ;g,iiE;'f[5 3 0 3(4, ny-r^^^ij 

i^tttf'AAJnf; Hf h ±M<D 7° d -b X tt 54 & 

•r-y7°S 1 5 8) o 

[0 2 5 3] BSEti. Sf, 2^iJffl^S*^^fI I D 
D ©-K*^ Lfc U #-5r- 3 > U X h L X'ii ft 

*fitKfSo c ©waste a, xv^;b^rM5^ffl^e> 

[0 2 5 4 ] fi>'^;H«Sfliico^t(i, ffJAtf^o 

ct^ftUffiEB^-xbn^o s-r, »HSS©sii«:7 

mit 5 C £ K £ o T> «JWC I D 2 *fijffl 

[0 2 5 5] CCT, KSESn&ttntf (Xf -y7°S 1 
5 9 ) , 2 *JpJffl8B««^KiETf * o /i g©fa^^ 2 ^ 

fflffltti^apta^uTRT-rs (xx-y7"s 1 6 n . 
ssE*nfc«^ii, ratt©«La* 2 ^fijfflamii^efT 

ft^ (Xr'y 7°S 16 0), «c5MSf3$IHli 2^fijfflg 

5> iM €> ntffc 7>^A ^ -y -tr- ->"^r^f, 
^olSIEffl ©«5fB»-eng^fk L TiMfi-r 5. <: © c t tc 
«t0. 2 *3pJJIJSi«flll^ 6Sf, ISSIWASJgJiES tititf (X 
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t^7°S 16 3), ¥Uffl*ft©W*J*a : RrLTt>fi^t 
(Dfe*i%tiltlPl%M3 0 2tc£5 0 ^T&i^Ji^tiu 

ffil 2 1 fciMD (Xfy^S 16 2). SQa^^Tf 
!iEl±S!lJIH#RS]<D^5SLWIT'feS©T\ tt-£[o]/cttT& 

5^1^-5 b « , sxtc t&mmc^-iT mm s ft t i > 

[0 2 5 7] <^VX.-iy 3 y6>Z.n^V<DMmV 

tSWMS^WI^tf E PG (Electronic Pro 
gram Guide: ~B7#ffl?j7 F) t<:#45T^46 

[0 2 5 8] WTtffi, ^*f-+*;l/52SUIgiBti , f«*« 

[0 2 5 9] H3 7tC, SH^ttltflli&tfOjRa&SMS 

[0 2 6 0] g|3 8(c, ?-**/MSMiStttt«*Str* 
[0 2 6 l ] HT-Sffltf-f KtiHH/^v H*, H7fc:^ 30 

5„ tP»J7> f-^miM?, nyf>7l8ff, 

*7h;k «aX»7HB#, ^-v^k W 

««fc^ofc<t34tfrtHT»So ®7#ffl*'7 KfS« 
fi, Witff, Sfc, *7S 

ffl#7 KHMB'^v Mi, ng^ffcLfc^&OfcfSo 
[0 2 6 2]4fe\ ^-*-*;l/2Hgi8»«*tt, #ffilMlii 40 

/■Mr-y FTWWfc&-f Scfc^cLTt 
[0 2 6 3] CCTfi, 3>fyy^7ht 

[0 2 6 4] ST, KI3 7fC*5^T&, M7Sffi*'7 K 
WfH/^v h*£Ml/fcJtt£, 7-r/l'*-flPl l lfrb 
SffiMliltSilffi^gp 1 1 3^HEi3GT, Sfifflf«*s«fctf 
MjiJ7-#a yf y y fljJUffiaiW i / f l o 6 NlfliS 50 
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n, n>f->yfijfflsas3i/F 1 0 6£*5^t**s 

MI3tt«««jWa{ 1 2 8fC^«$ftS 0 
[0 2 6 5] LT> 0Jx.tf, a— WSH^ttfcffS 

[0 2 6 6] C©B$£fc*^tt*ft«R0a?!ifc 

[0 2 6 7] ayy-yyWfi&mtR I /F l 0 

U fcfcWiSP yf yyclKW^tfSfgSftfcfrE 3 
frfcffitBU fik&MteBfgiJ (&b<^c9-£l«fi) 

ft o *&, tb z> ^ « is n y f > y <om\ i-t^m s 
[0268] mm. mmmmas^r. ^x^nrzv 

[0 2 6 9] <M'JI-^3 >7 >M^s ^ + 

^M'f ffioj±»#}4{c |jy l t, ; K0J j-r s o 
[0270] cnsT-fi, r^ztiti-vzuginmM 

imtf l W l tcWjiS-r LTJKW Lfctf, c 
f-+*;bSMI3ttW«* 1 ^^^^tcWJESLTBd^-r 

i«iR©y<ts, E^«ftftHt, mm®(DmmwMt<D 

[0 2 7 1] ^CT\ WTT«, 

[0 2 7 2] ti!5T\ MA{ff-V*;I/»»^V^C SttL 

[0 2 7 3] C^Tii, CKDi^ftiyX-rAtOi^-rS 
ct^U H3 0f-v*;I/«9J7-o«t)»)lc, /<«y 

[0 2 7 4] ^y^-y'tli, feWLn+M^WMzv V 
coz. hTfo D , /^«yy-v ; li»J7«^ > y'7— 5>*KJ5iJf 

[0 2 7 5] Sblc, ^!^/^yy-->*isSiJ70/^-y'7-- 
S?K if O ^ f * ; Iff fS * ft 3 fr% ISSi L fc / < 7 -7" - 

/^y^-v>V;i^iJ7i:1-?>o COHi^, ti'-y r-ylJT 1 ^4 
oTt^tT-y hfiBtcWJtSLfef-v^l' (02Tti, 2 
5f+*;K 7^+^;k s^-v^yl/) ^'3 
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f So 

[0 2 7 6] COJcSlCfSCfcT, 
/ci6, &{3ffii««£frbm/jT'$>So t^SA, C 

*;psmig#5is«*i36m-r« c tt±"i^r\ ft^ftb, 

[0 2 7 7] /<-y'!r-^HgiJ : ?i&J»A-rSfc»aS , r* 10 

t> */im]?t?v %>i%®mmmz j tv mc 

[0 2 7 8] £/c, /Vyfr-^iWJ^fci&ALfcJg^, 

- vtc gr $ n s -v m i; v - * Si £ t s t , 

- tmtmmriVtm'Zi immn^xt-mxw) 
[0279] cji 2 oymmmd *-UffiBm<Di&mg\, ; 

So 

[o 2 8 o] m i co^miT-ii, &ft&$@£tegtfia 

Bi|©vx^ -g!£4W S /J L fc £\ $|i«fig 

jasfs-r s«&n# ftv^-e, Hsa^oasMa*^* < t 

frm, ft if ©ftiSK ihKtfifcffl i^T , fcvx^-i^ 

[ 0 2 8 1 ] ?s 1 ©&«jBfl8"ew:, 0 5 5 ft 3 go 
So ^ftfc^, ft^W-K,„ tf-+*;l/SMI8tt1S 40 

xmrn-tZo manure** *)i*-%m-oxtSG&ziy 

[0 2 8 2] i-XT, £ <OKa£SM->XT-/»,±Tgi 1 n% 
Mim t rafllfc f- * * /I'Sfs^tSSl k f- + *;l/2S<ai8 
IWMBi: Mfi££f8k LT2*fiJffllc*fr 

1 s »jw*^s-r s fw^/Tx-r o 

[0 2 8 3] as 1 tD'JifflWBflB-eii, tt&SMSifltt, ^ 
yfy7/^7h (06) , IISliitP5/^7 h m 

7) , §{,»Mt,'fffi/^'V h (0 8) fcSMLfc 50 
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T, jRiMSMSBttx 04 OfC/iVf J^ftny-f 
[0 2 8 4] 3>f>'V/^7 Mi, 114 OiC^^nS 

j^tc •m^Mm-js =f-\%ivm\i-. ***}i*-m 

[0 2 8 5] m l ©^JlfcJ&SgfctBiiU *HMJgJBfc*J 
t^-Oi, ^+*;l/2IMf8WW«*^>r W^-y Mc 

$sn5„ c ntitttifitf 2 ist* s c £ ic <k s 

[0 2 8 6] SfSlg^MJllf^^-y Mi, 0 4 l 

[0 2 8 7] r5>*;l/»&tt, I8«1fl*»n«jj:tfi3tt 
r^*/I/*fiti, igft1ff«©ft2!i*l» 

$ ft < ft £ k v ^ oTi^o $ 

L ft v ^IBfB«*ai S ft < T (i T * ft V \fc », -r 5? 9 )\<W 

&*\mt%z.t\z&K>m>mnommm<°z. tux 

tSo 

[0288] ccx\ mtoHMli tit. 04 2iC/T<? 

[0289] ftfc\ ^i^^jiWiifc^sns^^ffl 
to^tsig£DjS*kts«ij(iii 1 <on&i&Wi£mtZ'&z<D 
x\ cceitzomiitisttrtr&o 

[0 2 9 0] 04 3 (C, *Hfifg^fC^5tt3M§figS 

[0 2 9 1 ] 04 3 {c/?N£ft5 *a^-s-fsas 
(ix 0 1 , a/d«««i 02, Kt)tfttu/ir 

Eg[5l 0 3, T-v^ilWlRffii 04, f-^^^S^^y 
^7x-x (i/F) 105, [Ua-§fM^iig[5 (Pfi/t'S- 

ffi^-y7°) 106, ^yf-yymmmmmy^y^- 
7s (i/F) 107, nyf^'V^ffl^ftg^an 0 8 

fa-^-y^tti, 7Y^^-g[5l 1 1, fX7 7>7W 
112, S-{,i^^lMJili^M'I^l 1 4, £{,i§8tiiUUai< 
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19««9W 115, S&WlWmB 116, fijffl&ftfij 
S/OiEWl l 7, 3>f->"yHtfjlMlH«l 18, ft 
*.;HfI«A*j»i l 9, tR^W^SPi 2 0, 2#fiJffltfj 

tjS[5 i 2 1 , vx^-gi^ttgr> 122, §maa i d+s 

#195 1 2 3, f--V*/l/*Hfc*flg|5l 2 5, + 

w^jan 2 6, ^ff^wfTOigfn 27, iM{§^£jts 

[0 2 9 2] WT, *^««Stottjg3M8ia©ftftfc 
OV^THMUtSo 10 

[0293] EM4~og 46 ic, -4i%mBi&<DWiM&m 
[0294] *mmmm<Dffl&&imEit* 

(X-r-y 7°S 2 0 1), A/D| ; MWotfy" 
^;l/-r-*fC««LT (Xf--y7°S 2 0 2) , KOtttU 
*5«fctf!N9flnE£?T&oT (XT7-/S 2 0 3) , 7^ 

l l l hrt©tS*3>8iJ : F»i:«to 
T3>fy7/^7 hTfcntf (Xr-y7°S 2 0 4) , 

frHdfrfcWSL (Xf'VT'S 2 0 5) , ffltt*- + *7l/ 20 

T-&ofc4J^irx ^7 yaffil 1 2^\iM{,it3 (x 

r-y7°S 2 0 6) „ f^T'Sl^li, ^I/^^KC 

ofcJf^i (Xr-y7°S 2 0 7) , ^HfliSltSgKiMfM 
■f 3 (Xr-y 7°S 2 0 8) o 

[0295] ^tc, um^^^^^yT-yy^^-j v 

(Dmmic ffl L T B 4 5 ©7 n -r v - h K. ft o T» L < 

[0 2 9 6] nyfyy/^y h^-rx^vy^ugtf l 
l 2fcA/j£ft3i:, •r'x^7> / 7'^g|3i l 2T*{i?-v 30 

W/J» 1 2 6'\f-ir*;l'4 1 -©m*©S8ii!*ff 
&9 (Xr-y7°S2 1 1) o f-+*H'*-ffi*j8Pl 2 6 
Tii, SfflKWfJSWl 1 6k:MLTr-f *;l«7£ 
ArtU SM38ftW««tt»l 2 7 *>e>^I£* + 

S 2 1 2-2 1 7) o f -^^-di/J^fFBHS^tfA 

-y hfcra-rsa&afcKTi-So 40 

[0 2 9 7] r ^/I/*-©^!^^*'*- + 
g|U 2 6lif-+*/l/*HftHa$l 2 s^f-^/HUM 1 ? 
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